Bridging the Gulf Between Code and Behavior inProgrammingHenry LiebermanMedia LaboratoryMassachusetts Institute of TechnologyCambridge, Mass. USAlieber@media.mit.eduChristopher FryHarlequin, Ltd.1 Cambridge CenterCambridge, Mass. USAcfry@harlequin.comABSTRACTProgram debugging can be an expensive, complex andfrustrating process. Conventional programmingenvironments provide little explicit support for thecognitive tasks of diagnosis and visualization faced by theprogrammer. ZStep 94 is a program debuggingenvironment designed to help the programmer understandthe correspondence between static program code anddynamic program execution. Some of ZStep 94’sinnovations include:¥An animated view of program execution, using thevery same display used to edit the source code¥A window that displays values which follows thestepper’s focus¥An incrementally-generated complete history ofprogram execution and output¥"Video recorder" controls to run the program in forwardand reverse directions and control the level of detaildisplayed¥One-click access from graphical objects to the code thatdrew them¥One-click access from expressions in the code to theirvalues and graphical outputKEYWORDS: Programming environments, psychologyof programming, debugging, educational applications,software visualizationINTRODUCTIONDebugging accounts for about half of the estimated$100/line cost of a programmer’s time [13], a majorexpense in the $92 billion US software market [6]. Whilethe interface community has directed much attention towardimproving interfaces for end users of applications,surprisingly little attention has gone toward improving thehuman interface of program debugging tools. Applyingwidely recognized human-computer interface principles tothe problem can result in dramatic improvements in theeffectiveness of debugging interfaces.Donald Norman [12] refers to the Gulf of Evaluation andthe Gulf of Execution as the gaps that often occur betweenthe user’s intent, the actual effect of a command given tothe computer, and the result. In programming, thismanifests itself as the difficulty of understanding thedynamic behavior of a program from the static source codeof the program. The primary cognitive task in debugging isforming a mental model of the correspondence between codeand behavior.

SUPPORTING THE COGNITIVE TASKS INPROGRAMMINGProgramming is the art of constructing a static description,the program code, of a dynamic process, the behavior whichresults from running the program. In that sense, it isanalogous to composing music. The program code is like amusical score, whose purpose it is to cause the performer[in the programming case, a computer] to perform a set ofactions over a period of time.What makes programming cognitively difficult is that theprogrammer must imagine the dynamic process ofexecution while he or she is constructing the staticdescription, just as a composer must "hear the piece" in hisor her head, while composing. This puts a great burden onthe programmer’s short term memory. What makesprogramming even more difficult than composing is that amusical composition usually specifies a singleperformance, whereas a program may be executed in a widevariety of conditions, with different resulting behavior.Many, if not most, routine program bugs result from adiscrepancy between the programmer’s imagining of thedesired behavior in a given situation, and the actualbehavior of the program code in that situation. [This wouldnot be true only in the case of deep conceptualmisunderstandings, where the program may actuallyperform as originally intended, but the programmer realizesthat the original intention does not solve the problem.]For the programmer, the problem of translating intent intoprogram code corresponds to what Norman calls the Gulf ofExecution. Interactive tools such as on-line context-sensitive help systems and syntax-directed editors canprovide intelligent assistance in bridging that gap byrelieving reliance on the programmer’s memory ofprogramming language details.Once program code is written, the problem remains ofverifying that the code written actually expresses theprogrammer’s intent under all circumstances of interest.This is the Gulf of Evaluation. Interactive tools such asdebuggers and program visualization systems can beinvaluable in bridging that gap. Instead of trying to imaginehow the events in a program unfold over time, why nothave the machine show them to you?We have designed a program debugging environment toexplicitly support the problem solving methodology ofmatching the expectations of a programmer concerning thebehavior of code to the actual behavior of the code. Thisenvironment is called ZStep 94, a descendent of the stepperdescribed in [8].PROBLEM SOLVING PROCESSES INDEBUGGING: LOCALIZATION ANDINSTRUMENTATIONTwo principal activities in debugging that can be assistedby tools in the programming environment areinstrumentation and localization. Instrumentation is theprocess of finding out what the behavior of a given piece ofcode is, the software analog of attaching oscilloscopeprobes to a hardware component. Traditional tools thatassist instrumentation are trace, breakpoints, and manuallyinserted print statements: trace instruments all calls to afunction, a breakpoint or print statement instruments aspecific function call. The problem with using trace andbreakpoints in debugging is that they require someplausible hypothesis as to where the bug might be, so youknow where to place the instrumentation. They are not ofmuch help when you have no idea where a bug might be, orthere are too many possibilities to check individually.Localization is the process of isolating which piece of codeis "responsible" for some given undesirable behavior of abuggy program, without any prior knowledge of where itmight be. Among traditional tools, a stepper is potentiallythe most effective localization tool, since it interactivelyimitates the action of the interpreter, and the program can intheory be stepped until the error is found.However, traditional steppers have a fatal interface flaw:they have poor control over the level of detail shown. Sincethe programmer’s time is too valuable to make looking atevery step of an evaluation feasible, only those detailspotentially relevant to locating the bug should be examined.Typical steppers stop before evaluation of each expressionand let the user choose whether or not to see the internaldetails of the evaluation of the current expression. But howcan the user make the decision about whether to see thedetails of an expression if he or she doesn’t know whetherthis expression contributes to the bug or not? This leavesthe user in the same dilemma as the instrumentation tools-- they must have a reasonable hypothesis about where thebug might be before they can effectively use the debuggingtools!20-20 HINDSIGHT:REVERSIBLE CONTROL STRUCTUREThe solution adopted by ZStep 94 is to provide a reversiblecontrol structure. It keeps a complete, incrementallygenerated history of the execution of the program and itsoutput. The user can confidently choose to temporarilyignore the details of a particular expression, secure in theknowledge that if the expression later proves to be relevant,the stepper can be backed up to look at the details. Thus,ZStep 94 provides a true localization tool.There has been a considerable amount of past work onreversible program execution [1,3,8,9,11,15], but this workhas concentrated on the details of minimizing the spacerequirements of the history and tracking side effects to datastructures, both of which are important, but secondary tothe user interface aspects which are the emphasis of thispaper. It is important not only to "back up" variables totheir previous values, but also to "back up" a consistentview of the user interface, including static code, dynamicdata, and graphical output so that the user "backs up" theirmental image of the program execution.

The reversible control structure aspects of ZStep 94 arediscussed in more detail in [9]. We will address the issue ofthe computational expense of the history-keepingmechanism later.ZStep 94’s main menu uses a bi-directional "video recorder"metaphor. The single-arrow "play" and "reverse" correspondto single-step in a traditional stepper, and the "fast-forward"and "rewind" operation go from an expression to its valueand vice versa, without displaying details.Go to end of programShow value of expression, without stoppingSingle stepSingle step backwardsBack up from value to expressionGo to beginning of programSingle step "graphically"Single step backwards "graphically"ZStep 94’s "control menu"It is important to note that ZStep 94’s expression-by-expression stepping is not the same as statement-by-statement or line-by-line stepping found in many steppersfor procedural languages. Individual lines or statements maystill contain complex computations, and it is a severelimitation on the debugger if the granularity cannot bebrought down finer than a statement or line.The two "graphic step" operations G> and G< are aninnovation that lets the user step the graphic output of theprogram back and forth, rather than control the stepper interms of the expressions of the code. This will be discussedbelow.ZStep 94 also has a "cruise control" mode, in which thestepper can run continuously, in either direction, withoutuser intervention. The distance of the cursor from the centerof the panel controls the speed. The user can stop it at anypoint when an interesting event appears, and run the stepperin either direction at that point.ZStep 94’s "cruise control"KEEPING THE DEBUGGING PROBLEMIN CONTEXTA crucial problem in designing an interface for programdebugging is maintaining the visual context. Becauseprogramming is an activity in which many items of interesthave complex temporal and spatial relationships to otheritems, it is important to present each item with its contextclearly identified.Items such as the expression currently being evaluated, thevalue of a variable, or graphics drawn by the code may havealmost no meaning outside their proper context. Theprogrammer wants to know where in the code thatexpression was evaluated, which instance of the code was it,when did the variable have that value, how did that graphicappear on the screen?If the item and its visual context are spatially or temporallyseparated, a new cognitive task is created for the user --matching up the item with its context. This new cognitivetask creates an obstacle for debugging and puts additionalburden on the user’s short term memory. Linear steppers ortracers that simply print out the next expression to beevaluated create the task of matching up the expressionprinted to the place in the code where that expressionappears. "Follow the bouncing ball" interfaces that point toan expression and print out a value in another window leadto "ping-ponging" the user’s attention between the codedisplay and the value display.FOLLOW THE BOUNCING WINDOWBecause most programmers input their code as text in a texteditor, the primary mental image of the program becomesthe text editor’s display of the code. Thus, to preserve theWYSIWYG property, ZStep 94 always use the text editor’sdisplay to present code during debugging. To maintainvisual continuity, it is important that the exact form of theuser’s input be preserved, including comments andformatting details, even if they are not semanticallysignificant. As the interpreter’s focus moves, the sourcecode of the expression that is about to be evaluated, or hasjust returned a value, is highlighted.The value window moves through the codeSteppers always have the problem of how to show codeexpressions and their values simultaneously. In ZStep 94,as the editor’s focus moves from expression to expression,we use a floating window to display the value. The displayof the value is always exactly aligned with the expressionto which it corresponds, so that the visual association between an expression and its value is apparent. Thefloating value window is colored light green to indicate ifthe expression is about to be evaluated, light blue toindicate a return value, or yellow if it has caused an error.Earlier versions had used the idea of substituting the valuefor the code in place. This keeps the user’s attention focusedon the point of execution, but loses the original expression.Another version maintained two windows, one with theoriginal code, the other with the substituted values, but thiswas affected by the "ping-pong" problem. All these arevalid approaches, but we prefer the floating value windowas the best compromise between visibility and maintainingvisual continuity. We might also explore making thevalues window translucent, to reduce the effect of obscuringthe code underneath.WHAT DID THAT CODE DO?Our approach is to integrate instrumentation tools directlyinto the stepper. We provide two facilities for pointing at apiece of code and inquiring about the behavior of the code.Rather than inserting breakpoints or print statements intothe actual code and resubmitting the code to the interpreteror compiler, we let the user simply point at the desiredexpression, then run the stepper until that expression isreached. This is called Step to Mouse Position. This is likea breakpoint, but an advantage is that the stepper isrunnable both forward and backward from the point wherethe program stops, and all information about thecomputation remains available.ZStep 94’s pull-down menuEven more dynamic is Show Value Under Mouse, which islike a continuously updated Step to Mouse Position. Theuser simply waves the mouse around the code, withoutclicking, and the expression currently underneath the cursordisplays its value window. Unlike Step to Mouse Position,this works only for values that have been previouslycomputed and are quickly retrievable, and does not run thestepper past the current execution point.WHAT HAS THAT CODE DONE?We also provide a facility to track the behavior of a givenexpression over different execution histories. The operationCurrent Form History allows the user to point at anexpression and bring up a menu of the past values of thatexpression.The history of values of an expressionAnother history facility is the Values Filter, which bringsup a menu of all returned values up to that point satisfyinga condition. Clicking on one of the values returns thestepper to the corresponding event. We could also provide afilter on the expression executed, which would correspondto a traditional trace.WHAT CODE DID THAT?One of the most essential, but also most difficult, tasks indebugging is being able to reason backward from themanifestation of some buggy behavior to the underlyingcause. This is especially problematic when the program inquestion itself has a graphical user interface. Theprogrammer must work backwards from an incorrect userinterface display to the code responsible. Traditional toolsdo not make any special provision for debugging programswith graphic output; worse, the user interface of thedebugger often interferes with the user interface of the targetprogram itself, making it impossible to debug!ZStep 94 maintains a correspondence between events in theexecution history and graphical output produced by thecurrent expression. Considerable care is taken to assure thatthe graphic output always appears consistent with the stateof execution. When the stepper is run forward or backwardto a certain point in the execution, the graphic display isalso moved to that point.Furthermore, individual graphical objects on the displayalso are associated with the events that gave rise to them.We allow the user to click on a graphical object, such as atree node in our example, and the stepper is automaticallypositioned at the event which drew that node. Just as in ourother operations like Step to Mouse Position, the stepper isactive at that point, and the program can be run forward andbackward from that point.

Clicking on a graphical object backs up the stepper to theevent which drew itLET’S SEE THAT AGAIN, SLOWLYIn reasoning from the behavior of the program to the code,it is useful to be able to step the behavior rather than stepthe code. The user conceptualizes the behavior of theprogram as a set of graphic states that unfold over time, asthe frames of an animation. The increments of executionshould be measured in terms of the animation frames ratherthan execution of code, since events that happen in the codemay or may not give rise to graphic output.ZStep 94 provides two operations, Graphic Step Forwardand Graphic Step Backward, that run the stepper forward orbackward, respectively, until the next event happens thatresults in significant graphic output. Below, each graphicstep results in an exploration of the next branch of the tree.Four successive "graphic steps"Each graphic step runs the stepper forward or backward untilit is pointing at the event which was responsible for thegraphic output, and the stepper remains live at all times.While stepping non-graphic code, the effects of previousgraphic operations remain visible, just as they do in anormally-running program.We could also provide graphic step operations analogous to"graphic fast forward" and "graphic rewind". Because thestepper can be run from either the code or the graphics atany point in time, the user can easily move back and forthbetween the different points of view.ERROR CONDITIONSZStep 94 has a unique approach to dealing with executionerrors. Traditionally, errors during program execution aredisruptive. They either print an error message and haltexecution, or put the user into a breakpoint loop, fromwhich special commands can examine the error, and thestack can be inspected. In either case, errors disruptexecution and often lose information about partialcomputations which may have finished correctly.ZStep 94 displays an error messageIn ZStep 94, an expression which results in an error simplydisplays the error message in place of the value of thesubexpression most relevant to the error. The value windowis colored yellow to indicate the error condition. The stepperremains active, all intermediate values are preserved, and the program can be run backward to examine the history thatled up to the error.The current version of ZStep 94 has no independent displayof the stack, though the user can flip through eventsrepresenting containing computations manually, whether ornot an error has occurred. Previous ZStep versions had astack display that was updated continuously with eachevent, animated in tandem with the source code animation.Each stack frame was itself a menu item, and clicking itwould return you to that frame.What happens once an error is found? ZStep 94 facilitatesthe repair phase, since it leaves you in the text editor withthe cursor pointing to exactly the code in need of repair.Further, you are then just one click away from restartingthe entire computation after the edit. However, we cannotsupport restarting the computation from any point inZStep’s history after the edit, because editing a runningprogram cannot guarantee consistency of the event datastructures. However, we could imagine techniques thatwould allow conservative restart of the code, or at leastwarn you of potential difficulties.THERE’S NOTHING SLOWER THANA PROGRAM THAT DOESN’T WORK YET!By now, many readers will be thinking: isn’t all thishistory-keeping and use of special-purpose interpretersridiculously expensive? Histories eat up enormous amountsof storage, and interpreting code is slow. The answer is:yes, it can be expensive. But does it matter?First of all, we have to keep in mind that the purpose of thestepper is to debug programs that don’t work yet, and soworrying about optimizing execution is silly. Even in largeprograms, judicious testing can frequently quickly isolate abuggy example involving short executions that can befeasible to debug using complete history-keeping.Nevertheless, we admit that there may be bugs that appearonly after long runs involving large amounts of code, andso our techniques may be inappropriate in these cases.However, we conjecture that the vast majority of bugs arerelatively shallow, and the productivity improvements fromfinding simple bugs quickly will far outweigh slowerexecution during testing.Second, the key to making these techniques feasible over awider range of programs are tools for selectively turning onand off history-keeping mechanisms. A simple way toautomate selective processing of history in a common casewould be to run the program normally until an error occurs.Then a program could use the stack inspector to determinewhat functions were involved in the error, and history-keeping would be turned on selectively for those functions.The problem would then be run again from the beginning.Another common objection to our approach is that it is notguaranteed to work in the presence of programs that haveside effects. First, we should observe that certain kinds ofshallow side effects do in fact work without any specialprovisions. Incrementing a variable will, because of thehistory, preserve the values both before and after theoperation. More complex side effects involving shared datastructures will not work, but one is no worse off than withconventional debugging techniques. More elaborate history-keeping mechanisms such as those studied in thesimulation literature could alleviate this problem.One of the principal uses of our stepper could be ineducational applications, where execution efficiency is notof much concern, but interactive control over speed isimportant. One of the best ways to teach programming to abeginner would be to have the student step through exampleprograms. In general, a stepper is an excellent tool forunderstanding code written by others.IMPLEMENTATIONZStep 94 was implemented in Macintosh Common Lisp2.0. It is a prototype, and not a production implementationin several respects. First, it works with only a subset ofCommon Lisp. Second, no attempt was made to optimizespeed or space constraints. Third, we did not perform anyformal user testing, besides getting feedback from bothexperienced and novice programmers. Our main goal was toexperiment with novel interfaces to dynamic programvisualization.Adapting ZStep 94 concepts to C would be possible, butchallenging. A complete parser and unparser for C syntaxwould be required and care would have to be taken to assurethe C interpreter or compiler kept enough type and run-timeinformation.The lesson for design of languages and environments is toconsider debuggability as a primary criterion. If the goal ofa new environment is to make programmers moreproductive, nothing could contribute to this goal more thanintrospective features that provide the foundation forsophisticated debuggers.RELATED WORKWe’re sad to report that there is not as much related work inthis area as there should be. Even recently implementedprogramming environments seem to provide only the sameset of tools that have been around for the past 30 years:trace, breakpoints, stack inspection, and perhaps a line-by-line stepper.A notable exception has been the Open University inEngland, which has long been a source of innovativeprogramming environments. The Transparent PrologMachine [5] provides an innovative graphical view ofprogram execution, and an interface carefully designed withProlog’s more complex execution model in mind. Aninnovative stepper for Lisp which shares some of theprinciples described here was recently implemented by Watt[14].Many of the elements of our approach do have a longhistory. Reversible debuggers have been explored as farback as 1969 [3], and more recently by Moher [11].

However, these debuggers did not provide reversibleanimations of both the code and its graphical output, norconnections between individual code expressions, values andindividual graphical objects.The field of visual programming [7] uses graphical objectsto represent the elements of the program, such as variables,functions and loops. The best of these environments alsoprovide some animation of the graphical representationduring execution. The pioneering work on animatedvisualization of program code in a single stepper was doneby Ron Baecker [2].Animation of visual representations of data manipulated byprograms often appears under the name algorithm animation[4] [or scientific visualization if the algorithm represents aphysical process]. Animations of data help a programmervisualize the dynamic behavior of a program as it runs. Butmost visual programming and algorithm animation systemsconfine themselves to visualizing and animating either thecode or the data, but not both.No one of these approaches -- reversiblity, animation ofcode, or animation of data -- by themselves will lead to asatisfactory set of debugging tools. ZStep 94’s contributionis to integrate reversibility, animation of code, andcorrespondence between code expressions, values andgraphic output, all under unified interactive control. Usingthe control structure of a stepper to control visualization ofdata helps solve one of the fundamental problems ofsoftware visualization: establishing the correspondencebetween data that looks faulty and determining the code thatcorresponds to the error. Adding data visualization facilitiesto the code visualization that steppers provide solves theproblem of determining the effect of a particular piece ofcode upon the [sometimes complex] program state.ACKNOWLEDGMENTSSupport for Lieberman’s work comes in part from researchgrants from Alenia Corp., Apple Computer, ARPA/JNIDS,the National Science Foundation, and other sponsors of theMIT Media Lab, and for Fry’s work from Harlequin, Inc.The authors would like to thank Marc Brown, John Staskoand Blaine Price, who ran last year’s CHI Workshop onSoftware Visualization, and John Domingue for helpfulsuggestions.REFERENCES[1] Hiralal Agrawal, Richard deMillo, and Eugene Spafford,An Execution-Backtracking Approach to Debugging,IEEE Software, May 1991.[2]Ron Baecker, Two Systems Which Produce AnimatedRepresentations of the Execution of ComputerPrograms, SigCSE Bulletin, February 1975.[3] Robert Balzer, EXDAMS, EXtensible Debugging andMonitoring System, Spring Joint ComputerConference, 1969.[4]Marc Brown, Perspectives on Algorithm Animation,Proceedings of ACM CHI’88 Conference on HumanFactors in Computing Systems, p. 33-38.[5]Marc Eisenstadt and Mike Brayshaw, The TransparentProlog Machine: An Execution Model and GraphicalDebugger for Logic Programming, Journal of LogicProgramming 5(4), p.1-66, 1988.[6]W. Wayt Gibbs, Software’s Chronic Crisis, ScientificAmerican, Sept 1994.[7]E.P. Glinert, ed, Visual Programming Environments:Applications and Issues, IEEE Press, 1991[8]Henry Lieberman, Steps Toward Better DebuggingTools for Lisp, ACM Symposium on Lisp andFunctional Programming, Austin, Texas, August 1984[9]Henry Lieberman, Reversible Object-OrientedInterpreters, First European Conference on Object-Oriented Programming, Paris, France, Springer-Verlag,1987.[10] Henry Lieberman, A Three-DimensionalRepresentation for Program Execution, in [7][11] Thomas Moher, PROVIDE: A Process Visualizationand Debugging Environment, IEEE Transactions onSoftware Engineering, Vol. 14, No. 6, June 1988.[12] Donald Norman, Cognitive Engineering, in DonaldNorman and Stephen Draper, eds. User Centered SystemDesign, Lawrence Erlbaum Assoc. 1986.[13] Dennie van Tassel, Program Style, Design, Efficiency,Debugging and Testing, Prentice-Hall, 1974[14] Stewart Watt, Froglet: A Source-Level Stepper forLisp, Human Cognition Research Laboratory, OpenUniversity, Milton Keynes, England, 1994.[15] M. V. Zelkowitz, Reversible Execution,Communications of the ACM, Sept. 1973.