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Learning with graph-structured data
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node-level classification
(semi-supervised)
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Stokes et al., “A deep learning approach to antibiotic discovery,” Cell, 2020.

Monti et al., “Fake news detection on social media using geometric deep learning,” ICLR Workshop, 2019.
Derrow-Pinion et al., “ETA Prediction with Graph Neural Networks in Google Maps,” CIKM, 2021.

Lam et al., “Learning skillful medium-range global weather forecasting,” Science, 2023.
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Limitation and open questions
Pen g L el

One limitation

| Lﬁ/{é 1| e need accurate, deterministic, a priori

& ° | | . known graph structure
T F e susceptible to perturbation to input

graph domain
Two open questions
Lﬁé 1o e under which conditions are graph
® ? ? . models robust against perturbation?
E—) T F e how does robustness relate to

topological properties of perturbation?
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e Brief introduction to spectral graph filters

e Interpretable stability bounds for spectral graph filters

e Further results on robustness of graph machine learning models
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e Brief introduction to spectral graph filters
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e Graph-structured data can be represented by graph signals

G={VE&} RN f:V—-R

v1 U2 j z 5 +02% =

takes into account both structure (edges) and data

(values at nodes)
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1D signal 2D signal f:V—=-~R

how to generalise classical signal processing tools (e.g. convolution)
on irregular domains such as graphs?
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classical signal processing

- complex exponentials
(eigenfunctions of Laplace operator)
provide “building blocks” (different
frequencies) of 1D signal

- leads to Fourier transform

Shuman et al., “The emerging field of signal processing on graphs,” IEEE SPM, 2013.
Sandryhaila and Moura, “Discrete signal processing on graphs,” IEEE TSP, 2013.

Ortega et al., “Graph signal processing: Overview, challenges, and applications,” Proceedings of the IEEE, 2018.
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Graph signal processing
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Shuman et al., “The emerging field of signal processing on graphs,” IEEE SPM, 2013.

Sandryhaila and Moura, “Discrete signal processing on graphs,” IEEE TSP, 2013.
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classical signal processing

- complex exponentials
(eigenfunctions of Laplace operator)
provide “building blocks” (different
frequencies) of 1D signal

- leads to Fourier transform

graph signal processing

- eigenvectors of graph Laplacian
provide “building blocks” (different
frequencies) of graph signal

- leads to graph Fourier transform

- enables convolution and filtering on
graphs

Ortega et al., “Graph signal processing: Overview, challenges, and applications,” Proceedings of the IEEE, 2018.
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weighted and undirected graph:

G =1{V,&}
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weighted and undirected graph:

g = {V75}
D = diag(d(v1), -+ ,d(vn))

L =D —W equivalent to G!
Loorm = D™ 2(D —W)D™ 2

000000 /010000 0 O (1 -1 0 0 0 0 0 0)
000000 10100100 -1 3 -1 0 0 -1 0 0
400000 01010110 0 -1 4 -1 0 -1 -1 0
020000 00101000 __1Jlo o -1 2 -1 0 0 o0
002000 Jooo10100/—]0 0 0 -1 2 -1 0 0
000400 01101010 0 -1 -1 0 -1 4 -1 0
0000 30 001007101 o 0 -1 0 0 -1 3 -1
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3
=
~




O DD DD OO o O
OO DD OO O WwWwOo

Graph Laplacian %g ENGINEERING

SCIENCE OXFORD

weighted and undirected graph:

g = {V75}
D = diag(d(v1), -+ ,d(vn))

L =D —W equivalent to G!
Loorm = D™ 2(D —W)D™ 2
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weighted and undirected graph:
g = {Vv 8}

D = diag(d(vy), -+ ,d(vn))

L =D —W equivalent to G!
Luorm = D~2(D —W)D™3

000000 0100000 0 1 -1 0 0 0 0 0 0 : T
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020000 oo1o01000| __]o o -1 2 -1 0 0 o ' .
cE o oo ot 000) — o 0 b2 o0 0 91 e measures signal smoothness:
00040 0 01 1010T10 0 -1 -1 0 -1 4 -1 0
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Graph Fourier transform
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Graph Fourier transform T innszan [

AN s
vid i !
= | %
NP s

low frequency high frequency S
[L = XAXT] XgLXo = A =0 XgoLX50 = As0

e Eigenvectors associated with smaller eigenvalues have values that vary less rapidly
along the edges
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Graph Fourier transform T innszan [
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Graph spectral filtering [ ineenng
) N N-1
GFT:  f(0) = (xe, /) =D _xi(i)f(6) IGFT:  f(i)= )  f(O)xe(d)
1=1 =0
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Graph spectral filtering [ Eauneenn
) N N-1
GFT:  f(0) = (xe, /) =D _xi(i)f(6) IGFT:  f(i)= )  f(O)xe(d)
1=1 =0
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Graph spectral filtering EIGIEERIG
) N N-1
GFT:  f(0) = (xe, /) =D _xi(i)f(6) IGFT:  f(i)= )  f(O)xe(d)
i=1 =0
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Graph spectral filtering EIGIEERIG
) N N-1
GFT:  f(0) = (xe, /) =D _xi(i)f(6) IGFT:  f(i)= )  f(O)xe(d)
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GFT:  J(0) = (e ) = Do xi(DF (@) IGFT: £(0) = Y~ f(0pa(d
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GFT:  J(0) = (e ) = Do xi(DF (@) IGFT: £(0) = Y~ f(0pa(d

GFT IGFT
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GFT:  J(0) = (e ) = Do xi(DF (@) IGFT: £(0) = Y~ f(0pa(d
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spectral graph filter
g(L) : function of L!
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Convolution on graphs: spectral view *
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classical convolution convolution on graphs

time domain

(f *g)(t / ft —7)g(r)dr
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Convolution on graphs: spectral view ) i

classical convolution

time domain

Fra) = [ rie=mg
4

frequency domain

(f*9)(w) = f(w) - §(w)

SCIENCE

convolution on graphs

OXFORD




Convolution on graphs: spectral view T i

classical convolution

time domain

Fra) = [ rie=mg
4

frequency domain

(f*9)(w) = f(w) - §(w)
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convolution on graphs

graph spectral domain

/\

(fxg)N) = (X" f)eog)(N)




Convolution on graphs: spectral view

classical convolution

time domain

Fra) = [ rie=mg
4

frequency domain

(f*9)(w) = f(w) - §(w)
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convolution on graphs

spatial (node) domain

Fxg=xa(M)XTf=a(L)f convolution

1)

graph spectral domain

= filtering

/\

(fxg)N) = (X" f)eog)(N)
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CNNs on graphs: spectral view

Feature maps

Convolutions Subsampling Convolutions Subsampling Fully connected
Hidden layer Hidden layer
Input graph signals > Feature extraction > Classification > Output signals — —
e.g. bags of words Convolutional layers Fully connected layers e.g. labels
L ] L]
. o * *
Input S e S e Output
ReLU ReLU
° o) ° a()
X = HO . ° 7 — HWN)

2. Non-linear activation % 4. Pooling

0=X <A<y,

/ \
Graph signal filtering \+. 4 Graph coarsening . \ — \
1. Convolution ° '. 3. Sub-sampling
([

Defferrard et al., “Convolutional neural networks on graphs with fast localized spectral filtering,” NIPS, 2016.
Kipf and Welling, “Semi-supervised classification with graph convolutional networks,” ICLR, 2017.
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(f % g)(t / [t —)g(r)dr  (f*g)(t / F(rYglt = o)

Gama et al., “Convolutional neural network architectures for signals supported on graphs,” IEEE TSP, 20109.

Monti et al., “Geometric deep learning on graphs and manifolds using mixture model CNNs,” CVPR, 2017.
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(f % g)(t / [t —)g(r)dr  (f*g)(t / F(rYglt = o)

K
=) 0,5"f
k=0

- spatial definition of convolution based
on a graph shift operator (GSO)

Gama et al., “Convolutional neural network architectures for signals supported on graphs,” IEEE TSP, 20109.

Monti et al., “Geometric deep learning on graphs and manifolds using mixture model CNNs,” CVPR, 2017.
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(f % g)(t / [t —)g(r)dr  (f*g)(t / F(rYglt = o)

¢ i
=D _0xS"f D(v)f = f(v")ulv,0)
k=0 \%

- spatial definition of convolution based - weighting function u(v,v") determines
on a graph shift operator (GSO) relative importance of neighbours

Gama et al., “Convolutional neural network architectures for signals supported on graphs,” IEEE TSP, 20109.
Monti et al., “Geometric deep learning on graphs and manifolds using mixture model CNNs,” CVPR, 2017.



Convolution & CNNs on graphs: spatial view =ﬂggfgﬂgmnn

R I L A IR G VI
K
g(S)f =) 0xS"f D) f =) f yulv,v)
k=0 )%
- spatial definition of convolution based - weighting function u(v,v") determines
on a graph shift operator (GSO) relative importance of neighbours

Gama et al., “Convolutional neural network architectures for signals supported on graphs,” IEEE TSP, 20109.

Monti et al., “Geometric deep learning on graphs and manifolds using mixture model CNNs,” CVPR, 2017.
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e Brief introduction to spectral graph filters

e Interpretable stability bounds for spectral graph filters




ﬂ DEPARTMENT OF

A
&
o
&
=
®)

> S

=

&

-

=l
o
—
o=

L Ly
bl o)
——
o
=0
Ll

/

Problem setting

N

CEEER)

oS 3 OC 63 -

B OJ=— 03I O

_

O @S

original graph

(Do@Eo-)

oS 03 S 63 -

P4
Q,
=
D
)
\Omn
0,05
l.a\— |m-
I@o/ ©
ejm OO
l@o\ / S
\ // )
oS m o u |m
n@es™ , . S
/ \ o
Bey— 030 m.
O @S




:Iﬂ DEPARTMENT OF

Problem setting [ e [
SCIENCE  Kendioile

- . 3 s (@
TR S
a5 I\C?3 /‘g. ! - C?) D | |
e~ " \g¢ \ 2 |m \ Objectives
o 28— a 98 : : _
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original graph under perturbation
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Objectives

how filter output changes
under perturbation

lgo (L, x) — go(Lp, x)||2

- (@ 5o (o Co

(-O0oom)

¢l

impact of topological
properties of perturbation




Problem setting %g ENGINEERING

SCIENCE OXFORD

o s "\~§ . \= ge (L, x) kA
< [ ]
=il AT\ = e
AN g
o c.)’:\(?:
o o
original graph ng L X 9(L X)H2
. il
o o c’)‘f‘ 3 e G ’
® a
‘%_i'\\s/\,ﬁ"” m) =0
.@.‘/. £ \ go(L,, x) &0
o 87 28 P g0
o o <
perturbed graph u

Setting
g (L, x) — go(Ly, x)||2

e stability via relative output distance:

1] 2

o filter parameters 0 fixed ’ ,
1 ifu=v

o filter defined via normalised Laplacian: Ly, ={ === ifu~wvandu+#v
0 otherwise

e binary graph and edge deletions/additions \

e error (perturbation) matrix: E=L, — L
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A’L_l, + A’l—,il,_ _|_( Oy, )du_A’L_L}
Vduby  Jds, \1—au) Vb,

< l90(L) ~ 90(L)lz < C|B]2 < Cmae{

Levie et al., “On the transferability of spectral graph filters,” SampTA, 2019.
Gama et al., “Stability properties of graph neural networks,” IEEE TSP, 2020.
Kenlay et al., “On the stability of polynomial spectral graph filters,” IEEE ICASSP, 2020.

Kenlay et al., “Interpretable stability bounds for spectral graph filters,” ICML, 2021.
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L)x — go(L,)x A7 AT Ly, dy — A7
USRS QUSRS g0 (L) = gally ) < OB < Cmae { 2+ —2i o+ (22 |

oo : . L)x — L o
- by definition of filter distance: max 190 (L)% — go(Lp)X|l2 def |96 (L) — go(Lyp)||2

¢l

Levie et al., “On the transferability of spectral graph filters,” SampTA, 2019.
Gama et al., “Stability properties of graph neural networks,” IEEE TSP, 2020.
Kenlay et al., “On the stability of polynomial spectral graph filters,” IEEE ICASSP, 2020.

Kenlay et al., “Interpretable stability bounds for spectral graph filters,” ICML, 2021.
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Main result

||99(L)X gQ(LP)X||2 Ay A 07 du A,
< L = L < E < CIII X u + S - + u
o ||90( ) 99( p)||2 - CH ||2 o ugf du(su V dé,l,é’:j, ]‘ e V du5’u,

(S[

||ge(L)X||_XﬁZ(Lp)X”2 def 190(L) — go(Ly)|Js

by definition of filter distance: max

by linear stability of spectral graph filters [Leviel9,Gama20,Kenlay20]

Levie et al., “On the transferability of spectral graph filters,” SampTA, 2019.
Gama et al., “Stability properties of graph neural networks,” IEEE TSP, 2020.
Kenlay et al., “On the stability of polynomial spectral graph filters,” IEEE ICASSP, 2020.

Kenlay et al., “Interpretable stability bounds for spectral graph filters,” ICML, 2021.
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L)x — L, )x By = > R
lge (L)x — go(Ly) ||2§||90(L)_ge( L) < C||E||2<Cmax{ u_ oy +( a ) }

Levie et al.,

Gama et al.,
Kenlay et al.,
Kenlay et al.,

(S[ €V

9o (L)x — go(Lip)X|[2 det

by definition of filter distance: max lgo(L) — go(Lip)||2
by linear stability of spectral graph filters [Leviel9,Gama20,Kenlay20]

by linking norm of error matrix to topological change [Kenlay21]

interpretable bound: stability of spectral graph filters in terms of
topological properties of graph and edges added/deleted

“On the transferability of spectral graph filters,” SampTA, 2019.
“Stability properties of graph neural networks,” IEEE TSP, 2020.

“On the stability of polynomial spectral graph filters,” IEEE ICASSP, 2020.
“Interpretable stability bounds for spectral graph filters,” ICML, 2021.
. O LRSS
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L)x — go(L,)x A7 AT Ly, dy — A7
Lop(2pe — o020 Xl < lgo(E) = gu(Ep)lla < Bl < Cmay { e + i+ (24 ) |

(S[ ueV

Consider low-pass filter g(\) = (1 4+ o)) ™!
Proof Let X =1, +aL and Y =1, + aL, then

19(L) — g(Ly)ll2 = [IX7H =Y 2 = [[X7HY = X)Y |2

< IXTHRAY THRIX = Y2 < [X = Y|z = of|[L — L2




Linear stability of spectral graph filters %ﬂ ETGINEERING

SCIENCE

L)x — go(L,)x A7 AT Ly, dy — A7
Lop(2pe — o020 Xl < lgo(E) = gu(Ep)lla < Bl < Cmay { e + i+ (24 ) |

(S[ ueV

Consider low-pass filter g(\) = (1 4+ o)) ™!
Proof Let X =1, +aL and Y =1, + aL, then

19(L) — g(Ly)ll2 = [IX7H =Y 2 = [[X7HY = X)Y |2

< IXTHRAY THRIX = Y2 < [X = Y|z = of|[L — L2

Table 1. Examples of linearly stable graph filters used for machine learning.

Filter Functional form GSO Stability constant C' Use
Polynomial filter Zf:o % Ai};x -1, ZkK:l k|0 | Chebynet (Defferrard et al., 2016)
Low-pass filter (1+aX)™! L o Low-pass filtering (Ramakrishna et al., 2020)
Monomial NS D! AD ! - K Simple GCN (Wu et al., 2019)
Identity A ) AD | 1 GCN (Kipf & Welling, 2017)




Bounding error w.r.t. topological change %QEEEH&EMM

(S[ =

< llgo(L) — go(Lp) |2 </ C|[El[2 < Cmax{ =t ' ( ) }

Ay, Dy, Ry - sets of added/deleted /remained neighbours of u
A, Al edges deleted/added at u
dy,d., : degree of u before/after
du, 0., : smallest degree of neighbours of u before/after

o, : max |AF —A|/d,
veEN U{u}

perturbed graph




Bounding error w.r.t. topological change %g ENGINEERING

SCIENCE

< llgo(L) — go(Lp) |2 </ C|[El[2 < Cmax{ =t ' ( ) }

(S[ =

.. e Ay, Dy, Ry - sets of added/deleted /remained neighbours of u
.’.\\ g 2 —\c?) A~ Al : #edges deleted/added at u
l /“@\\ dy,d., : degree of u before/after

2 2 du, 0., : smallest degree of neighbours of u before/after

o, : max |AF —A|/d,

veEN U{u}
A =1,A, =1
d, =4,d, =4
o = 1,0, =1
o, = 0.2

perturbed graph
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Bounding error w.r.t. topological change :
& pOIoe & L e e

g6 (L)x — go(Lyp)x||2 { A AT ( Uy, ) d, — A~ }
< L) — gy(L </ C||E|ls <C v = u
HXHQ = Hg@( ) 90( p)||2 = ” HZ = 151635( 7.5, + FTY + — o, —duéu

u-u

Idea 1. |[BJ}; <|[E[li[Ell = |[E[l; <[[E[l = max|[E.[
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Bounding error w.r.t. topological change :
& pOIoe & /e e

A= At a dy — A
1%l < [lgo(L) — go(Lyp) ]2 <|CE|js < 1335{ ———— (1_%) — }

u-u

Idea 1. |[BJ}; <|[E[li[Ell = |[E[l; <[[E[l = max|[E.[

1 1 1 1
2 Bl = 2 et o et 2 v
VE A, u-v vER U=

veED,, u v




:Iﬂ DEPARTMENT OF

Bounding error w.r.t. topological change :
& pOIoe & /e e

AT AT Qo d, — A\~
< L) — <|ClE|, <C c c 4 4 U
B S llgo(L) = go(Ly)llz < ClE2 mé%({ N +<1—au) NG }

u-u

Idea 1. |[BJ}; <|[E[li[Ell = |[E[l; <[[E[l = max|[E.[
1

2. ||E,
[Eulle = E;ﬁ % it X aE v
_ A
VED,, vED, Oy




Bound|n error w.r.t. to Olo |Ca| Chan e :IQDEPHRTIDEHTUF :
° Polo : 1 i

A~ AT o d, — A~
< - < < s - —
< [lgo(L) — go(Lp)|l2 <|CE2 Cmgg{ N (1 - ozu) Vb, }

u-u

ldea 1. IIEII§§HEH1HEHOO = ||E[: < [|E[l = max|[Ey|h

1

vED,

1 1 A
3 Ezl; NG 2 Va8,  Jd,o.

vED,

Ay
* U; V.4, g; \/d&% V 0y
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Bounding error w.r.t. topological change :
& pOIoe & L/ e

g0 (L)x — go(Lp)x||2 { A AT ( Uy, ) d, — A~ }
< L) - <|C|E|; £C = Y u
HXHQ = ”99( ) ( )“2 “ HQ meag 4.9, + Y - 1 — o ,—duéu

u-u

ldea 1. IIEII§SHEH1HEHOO —> HE||2§HE||1:I3§§<||Eu|!1

1

vED,

) d.d, /dfudfu - = 1 — ay Vd,d, — 1 — ay, 1/du—(su O (ty,
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Bounding error w.r.t. topological change :
& pOIoe & L/ e

g0 (L)x — go(Lp)x||2 { A AT ( Uy, ) d, — A~ }
< L) - <|C|E|; £C = Y u
HXHQ = ”99( ) ( )“2 “ HQ meag 4.9, + Y - 1 — o ,—duéu

u-u

ldea 1. IIEII§SHEH1HEHOO —> HE||2§HE||1:I3§§<||Eu|!1

1

vED,

d,d,

vED, vED,,

A

= >~ O Yy,
VER ., \% d{ud{u VERL, 1 — Qyy \% dudv 1 — Oy V du(SU

linking stability to change in node degrees due to perturbation
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Special case: double edge rewirin
P & & A/ gt

AT =A =1,
00, o= d,
nd T 5y = 0
On0 (&2 " =




Special case: double edge rewiring

g0 (L)x — go(Lp)x||2 o
< L) — L <|C|El|l, <C
HXHQ > ”99( ) 90( p)||2 >~ ” HZ = %16313}( \/m

:Iﬂ DEPARTMENT OF

]D ENGINEERING [N
SCENCE  Kesaeits

AZLL:A;:ru
d, = d,

Oy = 0.,

Uy =




Interpretable stability bounds %g ENGINEERING

SCIENCE OXFORD

ng (L)X - gO(Lp)X’ ’2 Ay Aj; Oy dy — Ay
< < < C —
I < ClEll: < OmaxliBull = O08\ Vg5 T Ve T \T—au) Ve,

%
:\
(&%)
g\

Interpretation: A perturbation causes small change in output if ma§<|]EuH1 is small
uec




Interpretable stability bounds %g ENGINEERING

SCIENCE OXFORD

ng (L)X - gO(Lp)X’ ’2 Ay Aj; Oy dy — Ay
< < < C —
I < ClEll: < OmaxliBull = O08\ Vg5 T Ve T \T—au) Ve,

%
:\
(&%)
g\

Interpretation: A perturbation causes small change in output if ma§<|]EuH1 is small
uec

AT AN
| Ey||1 &~ 7o + 70 for small o (o =~ 0)




Interpretable stability bounds %g ENGINEERING

SCIENCE OXFORD

g0 (L)% — go(Lp)x||2
[1]]2

< C||E||: <|C E,|li < Cmax{ 2 + 2 +(— St
A B
< C[[E[ls </ Cmaxc{B,|li S Cmax o= 1—aw) Vo,

%
:\
(&%)
g\

Interpretation: A perturbation causes small change in output if ma§<|]EuH1 is small
uec

AT AN
| Ey||1 &~ 7o + 70 for small o (o =~ 0)

e small [[E.|[1 for one node mp add/delete edges at high-degree nodes




Interpretable stability bounds %g ENGINEERING

SCIENCE OXFORD

g0 (L)% — go(Lp)x||2
[1]]2

< C||E||: <|C E,|li < Cmax{ 2 + 2 +(— St
A B
< C[[E[ls </ Cmaxc{B,|li S Cmax o= 1—aw) Vo,

%
:\
(&%)
Q\

Interpretation: A perturbation causes small change in output if maécHEqu is small
uec

AT AN
| Ey||1 &~ 7o + 70 for small o (o =~ 0)

e small [[E.|[1 for one node mp add/delete edges at high-degree nodes

e small [|[E.|[1 for all nodes mm perturbation distributed across graph




Experimental setting %g ENGINEERING

SCIENCE

(S[ ueV

L)x — go(Ly)x A, Ay S Tt
Lon R 90l g, 0) gy (L) < IRl < Oma {2+ i (122) |

PROTEINS ENZYMES

Perturbation strategies

e Add: random add

e Delete: random delete

e Add/Delete: random add/delete
e Rewire: double edge rewiring

e Robust: minimise ||E||;

e PGD: maximise relative output
distance




Analysis of stability bounds %g ENGINEERING

SCIENCE

L)x — go(L,)x A, AF Uy, dy — A7
LR o |0) — gofEy)la < OBl < Cma { T2+ Dy (2 ) e}

10 .
[ Reg 1 PROTEINS B SBM [ 1 ER

[ 1 WS [0 ENZYMES [ ] Assortative [__1 BA

Filter distance / Relative output distance

Add Delete Add/Delete Rewire Robust PGD
Perturbation strategy




Analysis of stability bounds %g FnEERn

|go(L)x — QO(LP)XH2 A, A’l—,il,_ Qqy dy — Ay
< _ < ClEll,| < ¢m
< llgo(L) = go(Lip)ll2 < C|[E|}z < C'max 75 7o ) Vi

[ Reg A PROTEINS BB SBM [ ER
7T A [ 1 WS [ ENZYMES [_] Assortative [__1 BA

|E||, / Filter distance

Add Delete Add/Delete Rewire Robust PGD
Perturbation strategy




Analysis of stability bounds %g ENGINEERING

SCIENCE

A- A+ oy \ dy — A
< [l9(L) — go(L >||2<c||E||2<cmax{ TR +( ) }

Ix[2 v

75 - [ Reg M PROTEINS [ SBM 1 ER
~ [ 1 WS [ ENZYMES [ ] Assortative [__1 BA
= 20+
S~
_A
= 15
Lo
o
v-d _ L
= 10
)
s
;- ijﬁ ém
Add Delete Add/Delete Rew1re Robust PGD

Perturbation strategy
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) P 1 i

uey

L)x — gg(Ly)x A, Ay S Tt
nERCE IR |1, (1) gy (L, ) < IRl < Oma {2+ i (122 ) |

[ Reg B PROTEINS EEE SBM [ ER
0304+ 1 WS 0 ENZYMES [ Assortative L1 BA

312::2:% g, % s

Add Delete Add/Delete Rewire Robust PGD
Perturbation strategy
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Analysis of perturbation examples :
Y P P L e e

PGD Robust

—— Edge addition !
——— Edge deletion

Figure 4. Perturbations of BA graphs (n = 50). The original and
both perturbed graphs have a diameter of 5. The size of the node
1s proportional to the node degree.
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Analysis of perturbation examples :
Y P P L e g

PGD Robust
— Edge addition | . \ P .
——— Edge deletion ’ [.
° $ ) .. [ J ° () .\. [ ]
g 7z ° g \ °
[ [
o ° . °
"5 . 2 "5 2
[ A [ J \
° ° e o ° L e o
[ ] & ® ) °
L 4 ® [ ] L4 [ )
o« ° % o o—° ° ° o
[ J [ J
[ ] b ° [ e ®
[ ] [ ]

Figure 5. Perturbations of 3-regular graphs (n = 50).
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e Brief introduction to spectral graph filters

e Interpretable stability bounds for spectral graph filters

e Further results on robustness of graph machine learning models




Stability results on spectral GNNs
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]D ENGINEERING [N
SCIENCE RSieen

e GCN and SGCN: GNNs based on spectral graph filters

e Normalised augmented adjacency matrix + double edge rewiring

GCN

X® = o(AXDeW)

IX® - xP|p< va LT[I0V) Bl
[=1
L ~ 7 . 7 \a -~ -’ |
GCN output change data model structural change

SGCN

Y = softmax(A¥XO)

|AKX® - AEXXO|F< Vd KO |E[,

s N = ——

~
SGCN output change data model structural change

Kenlay et al., “On the stability of graph convolutional neural networks under edge rewiring,” IEEE ICASSP, 2021.
- phhLBBBBLSLBSBLBLBLBLBLELELLLLLELEESSSSSLSLSSSSSSSSSSSSSSSS...—.—.—.—._.—.—._—_—_.__—__—___——_—_—_—



Stability results on spectral GNNs %g ENGINEERING

SCIENCE OXFORD

e GCN and SGCN: GNNs based on spectral graph filters

e Normalised augmented adjacency matrix + double edge rewiring

GCN SGCN
X = g AX{=De W) Y = softmax(A¥XO)
L
X - X{Pp < Va L]0V B |ATXO - AFXO|p < Vi KO B
=1 ~ N~ = =N S~
~ ~ < = - ~ ~ N~ SGCN output change data model structural change
GCN output change data model structural change
_I_
2R, linking GNN output to

E < max »
w ~ueV /(dy +7)(0u + ) change in node degrees

perturbation

Kenlay et al., “On the stability of graph convolutional neural networks under edge rewiring,” IEEE ICASSP, 2021.




Stability results on spectral GNNs %6 ENGINEERING

SCIENCE OXFORD

e Evaluation of insight provided by bound on node classification task

e “high-degree” helps but not “high spatial distribution™: influence of task!

7.2
5.0 - T Bl Greedy
% 7.0 - @ Random Benchmark
4.8 -~ baseline
= oo | I
4.6 — Y
Y £ 661 L
& 4.4 1 s
g g 6.4
b 4.2 1 =
:',‘ - play — —— == == == ———— *———— 2 6.21 e —— m—
o 4.0 4 o
2 6.0
3.8 1
B Greedy 2.8 1
b @ Random Benchmark 5.6
-~ baseline [ IS S AU S
3'4 i T T T T T T
0.05 0.1 0.2 0.05 0.1 0.2
Budget Budget
(a) Degree Metric for Greedy Attacks (b) Distribution Metric for Greedy Attacks

Sahbazoglu, “Robustness analysis of graph convolutional networks,” MEng Thesis, University of Oxford, 2023.




Patterns of adversarial attacks on GNNs %g ENGITEERING

SCIENCE OXFORD

e Optimisation of topological attacks on graph classification

e Common topological patterns of successful attacks

PROTEINS+GCN: clustered adversarial perturbation

edge addition =e—— edge deletion

Wan et al., “Adversarial attacks on graph classification via Bayesian optimisation,” NeurlPS, 2021.



Patterns of adversarial attacks on GNNs %g ENGITEERING

SCIENCE OXFORD

e Optimisation of topological attacks on graph classification

e Common topological patterns of successful attacks

Twitter+GCN: attack low-degree nodes

edge addition =e—— edge deletion

Wan et al., “Adversarial attacks on graph classification via Bayesian optimisation,” NeurlPS, 2021.



Patterns of adversarial attacks on GNNs %g ENGITEERING

SCIENCE OXFORD

e Optimisation of topological attacks on graph classification

e Common topological patterns of successful attacks

IMDB-B+GCN: modify/destroy communities

edge addition =e—— edge deletion

Wan et al., “Adversarial attacks on graph classification via Bayesian optimisation,” NeurlPS, 2021.



Structure-aware robustness certificates =QEIEIFEIIII]EERIIIG
N (0),450)23D)

e Certified robustness on graph classification against topological attacks

e Quality of certificates depends on relative importance of substructure

(a) Graph with negative label.

(b) Graph with positive label.

Osselin et al., “Structure-aware robustness certificates for graph classification,” UAI, 2023.
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Structure-aware robustness certificates EncineninG NG

N SCIENCE OXFORD

e Certified robustness on graph classification against topological attacks

e Quality of certificates depends on relative importance of substructure
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wn
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'lam 0 0 0 0 0 0 0
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Edge addltlons
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(a) Anisotropic.
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©
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079 079 079 071 0 0 0 0 0
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Edge addltlons

(b) Sparsity-aware.

Osselin et al., “Structure-aware robustness certificates for graph classification,” UAI, 2023.




Probabilistic modelling on graphs %g EnGinEEninG N
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e Most existing graph models lack uncertainty estimation

e Probabilistic modelling via Gaussian processes

Test Signal Predictive Mean Node Standard Deviation
0.42
0.40 FT-GP
0.38
1004 1.00
0.36 0.95
0.34 > 095 2 0.90 1
: % 0.90 4 % 0.85 A
0.32 # % 000
0.30 - 073
0.80 4 0.70 1
0'28 0.00 0.65 0.'10 0.'15 0.20 0.'25 0.'30 OAE)O 0.65 O.EI.O O.iS 0.'20 0.'25 0}30
0.26 variance threshold variance threshold
(a) MUTAG (b) IMDB-BINARY
.
node regression WT-GP
1.00 1
1.00 A
1.000 1.00 0.98 0931
> 0.95 4 > 0.90
0.9751 0.95 056 s S oes |
g 00504 go.00 g 8 0907 ® 00
g 0.925] g 0.85 g . 0.85 075
% 0.900 B os0 Boo 0.80 . . : 070, \ : .
0.8751 0.00 0.05 0.10 0.15 0.20 0.25 0.30 0.00 0.05 0.10 0.15 0.20 0.25 0.30
. 0.75 gag] s N e vanance threshold variance threshold
0.8501 0.70 '
(a) Cora (b) Citeseer (¢c) Pubmed
L] L] L] L] L] L]
node classification graph classification

Zhi et al., “Gaussian processes on graphs via spectral kernel learning,” IEEE TSIPN, 2023.
Opolka et al., “Adaptive Gaussian processes on graphs via spectral graph wavelets,” AISTATS, 2022.
Opolka et al., “Graph classification Gaussian processes via spectral features,” UAI, 2023.




Summary %g ENGINEERING

SCIENCE OXFORD

e Stability (and more generally robustness) of graph signal processing and
machine learning models is an important problem

e Many open questions on robustness of graph models: data collection,
model selection, training, inference

e Topological properties of the graph domain and perturbation often provide
useful insight (but tasks are important too!)

e Probabilistic modelling (e.g. Gaussian processes, Bayesian inference) can
help provide uncertainty estimation

e Interdisciplinary area connecting signal processing and machine learning
with graph theory, geometry and topology
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