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ABSTRACT

The growing number of threats to the Earth’s environment necessitates the gathering of fine-
grained environmental sensor data to deepen our understanding of endangered species and
assist in their protection. Traditional techniques for gathering environmental data, such as
periodic field studies or satellite imaging, do not produce adequately detailed or persistent
information. Self-organizing wireless networking provides an ideal way to quickly deploy and
gather data from sensor networks in the field. The design of a practical, low-cost, and self-
organizing wireless sensor network, TephraNet, is examined. This thesis also explores an
implementation and deployment of TephraNet in Hawaii Volcanoes National Park to learn about

the endangered ground plant Silene hawaiiensis.
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Chapter 1

11

Little is known about
the hardy Silene
plant. Itis found

only in one
microclimate zone
on the Big Island of
Hawaii.

Overview

Introduction

Researchers at the University of Hawaii Botany Department would love to
understand the ecology of the rare Silene hawaiiensis plant. Existing only
in a tiny microclimate region at the edge of a volcano crater in Hawaii
Volcanoes National Park, little is known about this plant or its habitat. In
an age of satellites and weather stations everywhere, it is hard to believe
that so little could be known about the climate this plant lives in. The
details of its habitat are too small to be noticed by satellites. The nearest
weather station, a mere 3.5 miles away, is in a rainforest, while the Silene

plant appears to be growing in a desert.

Photb by Kim Bridges

Figure 1.1 Silene hawaiiensis in Hawaii

The lack of knowledge about the Silene plant and its habitat is just one
example of a much broader problem. The environment of the earth is
under siege. Pollution from industrial processes are reaching even the
most remote points of the earth and affecting the complex ecosystem in
ways that are barely understood. We have no time lapse view of the
earth’s environment. Tools that can capture a fine grained picture must be
developed — and must be self-maintaining if there is to be any hope of
blanketing the earth with them. The TephraNet system provides one

example of a tool that can be used to assist in gathering long term sensory



TephraNet weather
station disguised as
a rock (center),
silently gathers data
about the Silene’s
environment.

1.2

data. This thesis describes the TephraNet system in detail and overviews

the deployment in the Silene’s native environment.

Photo by Michael Hawley

Figure 1.2 TephraNet Weather Rock

The TephraNet system described in this thesis consists of around 100
miniature weather stations designed to capture ecodata and relay it back
for analysis. Due to the terrain covered by the Silene habitat, and the
need for a fast deployment, the system was wireless and self-organizing.
The system, disguised as rocks and tree branches was sprinkled around
the Silene habitat. Each weather rock or branch is both a data gathering
device and a relay point for other weather stations. The system organizes

itself into a network and passes the data back to collection point.

Motivation

In addition to the desire to create an environmental monitoring system to
aid in the study of endangered species, this thesis is motivated by several

additional goals.

1.2.1 Platform for the study of Self-Organizing Wireless Networks

The relatively young field of self-organizing wireless networks has focused
much of its effort on the use of simulators, such as NS-2 [NSO01], for
development and testing of algorithms. While simulators are valuable for
getting a rough idea of how a particular algorithm performs, the current
simulator technology either requires vast resources to be accurate, or
does not capture many of the details of a real-world, resource constrained

environment [HeidemannQ0].



TephraNet aims to
provide a reference
platform for
environmental
sensing and self-
organizing network
research.

Since simulators alone are not adequate for detailed testing of self-
organizing wireless networks, a standard physical platform is needed to
complete the testing suite used. The few testing platforms that have been
built to date are primarily high cost and therefore prohibitive for research
on large networks [Cerpa01] [Rockwell01]. This suggests the need for a
low-cost, readily manufactured platform to serve as a standard testing

environment for self-organizing wireless networks.

1.2.2 Proof of concept for self-organizing wireless networks

applied to environmental sensing

An additional goal of this thesis is to demonstrate the viability of self-
organizing wireless networks as a tool for use in environmental sensing.
Current approaches, which are detailed below in Chapter 2, often yield
only a brief snapshot of an area, or a high level view that misses out on
important micro-climate details. Self-organizing wireless networks offer
one possible approach towards filling in the gap in the current set of tools.
The wireless and self-organizing network approach to these tools offers
potential advantages in setup and maintenance costs over traditional wired
approaches. Through the field deployment of a TephraNet system, this
thesis aims to show the usefulness of this technology as an environmental

research tool.

1.2.3 Validation of GRAd Routing Algorithm

The development of the TephraNet system was inspired in part by
previous work in the Personal Information Architecture group at the MIT
Media Laboratory on Hyphos and GRAd, by Dr. Robert Poor [Poor01].
The routing algorithms proposed by that research received preliminary
testing in a real-world system, ArborNet, but were not fully implemented for
that revision. One motivation for this thesis is the testing of a complete

implementation of the GRAd routing algorithm in a physical installation.

10



ArborNet was the
precursor to
TephraNet and
provided many
useful design
lessons.

1.3

horne /i

2 ran embedded network/

Photo by Charlotte

Figure 1.3 ArborNet

1.2.4 Scope

The scope of this thesis includes the goals stated in this section, primarily
focusing on the design of the TephraNet system. This thesis does not
focus on the analysis or interpretation of environmental data, but rather on

the system to gather that data.

Thesis Structure

The remainder of this thesis is comprised of four chapters. Chapter 2
provides a short background on traditional environmental sensing as well

as a review of prior work in self-organizing wireless networks.

The design goals and high level design of the Tephranet system are
presented in Chapter 3. The section begins with the design requirements
and constraints, and follows with a view of the hardware and software

systems that comprise TephraNet.

A prime motivation for this work is a field-deployment of the platform to test
out the design in a non-laboratory environment. Chapter 4 contains a
description of the field-deployment in Hawaii Volcanoes National Park.
Beginning with the design of deployment-specific portions of the system,

the section concludes with details about the study site and the field test.

The test of the system in Hawaii uncovered interesting findings relating to
the networking algorithms used in the system design. Chapter 5
discusses these results, how well the system attained its goals, and future

directions for work in this area.

11



Chapter 2

2.1

Traditional field
research involves
manual gathering of
information in the
field.

Background Research and Context

Existing Environmental Sensing Technologies

A review of the existing methods used for the collection of environmental
data for scientific research reveals a gap in the selection of tools that

motivated the design of the TephraNet system.

Existing methods for gathering environmental data about a study area fall
primarily into two categories. The first is what could be termed traditional
field measurement techniques, including scientists in the field, and
individual sensor devices, such as weather stations. The second primary

category is satellite imagery.

Photo by Michael Hawley

Figure 2.1 Gathering Data in the Field

Traditional field measurement techniques rely on researchers in the field
using hand-held and portable instrumentation to gather data about a
specific site. This works well for isolated or small regions, and for
measurements that do not need to be taken with frequency. However,
once a measurement is required with a frequency greater than weeks or
days, scientists usually turn to automated equipment, such as remote

weather probes.

12



Remote weather
probes, such as this
one at Everest Base

camp, capture a

pinpoint view of the
weather at a place.

Photo by Matthew Lau

Figure 2.2 Everest Weather Probe

Remote weather probes, such as the Everest Weather Probe, developed
at the MIT Media Lab, can autonomously measure weather conditions
every hour and report them via a satellite connection [Lau98]. These
measurements give a clear picture of the weather at a particular point on
Everest, but fail to show what the weather is like on the whole mountain.
Both hand measurement and remote instrumentation often lack the ability
to provide the detailed view of what is going on. For example, on the Big
Island of Hawaii, many micro-climate zones exist. A weather station
located in a rainforest may not be able to provide any information about

the desert immediately next to it.

Satellite images
provide great big-
pictures views, but
often miss important
details.

Figure 2.3 Satellite Weather Map

Satellite imaging provides the ultimate big-picture view of an environment,

often able to take in a whole continent or hemisphere at a time. This

13



2.2

Self-organizing
wireless network
research presents an
ideal match for many
of the needs of the
environmental
sensing community.

overview image is useful for capturing geographically large trends, such as
the movements of a large storm. What satellite imagery is often lacking is
the fine grained detail that can captures the most important events or
trends in a small environment. A botanist wishing to learn about the
pollination mechanisms for a particular flower may wish to know the wind
characteristics right next to the plant- a level of detail beyond what a

weather satellite captures.

A new type of observation tool is required that can measure and record
detailed and long term information about an environment in a cost effective
manner. Consider the scenario where an animal researcher wishes to
learn what sort of sounds a particular animal makes when a very rare even
occurs.  Traditional observation techniques such as a few hidden
microphones or a researcher in the field may take an unacceptable
amount of time or money to record the sound. If the habitat of the animal
could be blanketed with miniature sound recorders in a cost effective

manner, then the answer could be heard sooner.

Self-Organizing Wireless Network Research

One field of research in the networking and defense communities has
great potential for application to the environmental sensing problem. Self-
organizing (or ad-hoc) wireless sensor networking is an area that until
recently existed almost entirely in simulation. The research in this field
centers on the development of routing algorithms that allow a random
collection of wireless nodes to form a data network. Each node in the
network is not only a potential sensor or data source, but also a relay
node. The network is like a bucket brigade, where messages are passed

along from neighbor to neighbor on the way to the final destination.

These networks offer many advantages over traditional wireless
networking, including spatial frequency reuse, increased reliability, and low
setup and maintenance overhead. [Poor01] presents a good overview of
the advantages of this type of networking. An overview of the types of
routing algorithms present in the research field can be found in [Broch98]
and [Johansson99]. Readers interested in a comparison of the GRAd
routing algorithm used in the TephraNet implementation and other more
mainstream algorithms, such as AODV and DSR, should refer to
[Wheeler0Q].

14



The ad-hoc
networking research
community needs a
hardware platform to
compliment the
currently used
software simulators.

Current platforms for
sensor network
study tend to either
be prohibitively
expensive or very
resource
constrained.

To date, most of the research in the field has been performed in
simulators, most notably in NS-2 (network simulator 2) [NS01]. While
network simulation provides a reasonable first pass at simulating the
characteristics of an algorithm, it does not capture many real world
characteristics of wireless networks. In particular, the NS-2 simulator does
not provide a particularly accurate wireless simulation environment. It is
missing key elements such as simulation of external interference and
changing noise floors. An evaluation of the make up a self-organizing
sensor network beyond the routing algorithms is difficult to do without a
physical platform. A few university and military research groups, notably
[Cerpa0l] and [Rockwell01l] have created physical platforms for ad-hoc
networking research. These platforms have not been scaled to large
numbers, primarily because of prohibitive cost, and are not common
between the various groups, making result comparison difficult. A low cost
sensor platform, COTS SmartDust, suitable for field deployment is
presented in [Hollar01]. Although this platform is low cost and has been
released to the community, it has very limited computing and memory
resources, and runs a custom operating system, making it unlikely to be a
good general purpose research platform.

Photo from Seth Hollar

Figure 2.4 COTS SmartDust Platform

The TephraNet platform, described in detail in the next chapter, provides a
solution for both environmental sensing and self-organizing wireless
network research. It provides environmental researchers with a prototype
sensing platform, while also providing ad-hoc networking researchers a

common physical platform on which to test out algorithms.

15
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Chapter 3

3.1

TephraNodes
awaiting
programming and
deployment.

TephraNet System Design

Functional Description

The TephraNet platform consists of a number of the basic building blocks
— TephraNodes. These nodes may be used both as a sensor network to
gather environmental data, as discussed in the previous sections, or as

the basic components of a network algorithm test bed.

Photo by Michael Hawley

Figure 3.1 TephraNodes

3.1.1 TephraNet as Sensor Network Demonstration

In the context of the TephraNet platform as a platform for environmental
sensor data gathering, each TephraNet consists of two basic pieces:
TephraNodes with sensors, and gateway nodes to collect data. In order to
construct a complete data gathering solution, a number of TephraNodes
are placed around a target observation area. The nodes, using the service
discovery and network routing services, form an ad-hoc network as
described in Chapter 2. Once formed, each node in the network can both
relay packets for their neighbors, as well as gather sensor data. The
TephraNodes can perform local processing on the data before determining

to send reports to the data collection points within the network.

3.1.2 TephraNet as Networking Algorithm Testbed

In order to ensure that the TephraNet platform can also be used as a
general network routing algorithm test bed, the software pertaining to the

networking routing must be replaceable with another network routing

17



3.2

TephraNet is
designed with
manufacturability,
low power and ease
of use in mind.

algorithm. The hardware and software that makes up TephraNet must
contain enough expansion abilities to be amenable to hosting both
software and hardware peripherals that would be desired for the testing of

other network routing algorithms.

Design Goals

TephraNet has several design goals that are presented in this section.
These goals derive from the thesis goals of creating TephraNet as a
platform for both environmental field work and for testing wireless

networking algorithms.

3.2.1 Manufacturability

The goal of using the TephraNet platform as a common hardware system
to test networking algorithms dictates that the components used in the
design are easily procurable in research lab quantities and ideally
manufacturable and serviceable in a standard academic laboratory
environment. Since the TephraNet system was to be field deployed during
the course of the thesis research, the designed platform had to be
manufacturable within a short time schedule. This required using off-the-
shelf and readily available components where possible and ensuring that

the system could be tested easily.

3.2.2 Low Power

In order for the TephraNet system to be useful for most field research, the
system has to function for at least a month on available power. This
requirement dictates that all the hardware designed into the platform is as
generally low power as possible and have special low-power or sleep
modes where possible. A software power management system is required
in addition to the hardware both of which will effectively control the low

power modes of the hardware in order to extract maximum battery life.

3.2.3 Ease of Development and Software Flexibility

A major goal of the TephraNet platform is ease of development, both for
hardware components and software components. Due to the short
development and manufacturing schedules, the amount of custom
component design required (i.e. custom chips, custom software) should be
minimized. Design environments for the hardware and software are

important beyond the development of the initial platform. Developing

18



3.3

additional software and hardware components for the finished system
should be easy. Those who wish to use TephraNet as an environmental
platform should have to do minimal work to add sensors and configure
reporting characteristics, while those who use TephraNet as a test
platform should have a well designed and open software environment in

which to test their algorithms.

3.24 Autonomous

The TephraNet system needs to be autonomous and easy to use in order
to cater to people not familia with the field of networking. Beyond the
ability of the system to route data without configuration, this includes the
setup and on-going maintenance of the network. As new nodes are
placed into the network during initial deployment and any future
expansions, they should integrate with a minimum of effort. The network
should also be able to automatically adjust to new services and data

collection points placed into the network.

Hardware Platform Description

This section presents a high level view of the hardware, showing block
diagrams of the system and noting rationale for specific hardware
component choices. Readers interested in obtaining detailed schematics

and parts listings should refer to Appendix A: Hardware Design.
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Figure 3.2 TephraNode Hardware

Each of the basic hardware blocks is shown in Figure 3.2. Early in the
design process, the blocks comprising the radio were placed on a second
board. This separation eased the simultaneous development of the
analog RF board and the digital processor board. The size of the two
boards is the same in order to facilitate an easy mechanical interconnect.
The size is the minimal optimal size to act as a good groundplane for a %
wave commercially available “whip” antenna for the radio. The completed
board stack can be seen in Figure 3.3. The specific motivation behind the
choice of each component is presented below. The overall motivation is

for a low-cost flexible platform.

Photo by Michael Hawley

Figure 3.3 TephraNode Hardware
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3.3.1 Radio

Several factors motivated the choice of radio for this design. First is the
need to operate in an unlicensed band (also known as an ISM band-
Industrial, Scientific, and Medical). The regulatory issues surrounding
licensed bands, as well as the lack of tightly integrated RF components for
bands other than SM or cellular bands, dictated the choice of an ISM band
system. The ArborNet system [PoorO1], which provided several design
lessons used in this design, was build around an ISM band 915MHz single
channel radio. Having only a single channel simplifies design, although it
is desirable to be frequency agile in order to avoid interference. Most RF
systems operating in unlicensed bands (or ISM bands) use some spread
spectrum technique in order to comply with FCC Part 15 regulations. The
ability to use a spread spectrum technique was therefore also a
consideration in the design of the radio. Also, since some networking
algorithms make use of received signal strength indicator (RSSI) to
determine link quality and also adjust output power, an RSSI output and
adjustable transmit power are required. Some commercial RF systems,
such as 802.11 meet these requirements, although their power
consumption is too high for use in the TephraNet system given the lifetime

required.

The radio module is designed around the Texas Instruments TRF6900
ISM band transceiver. This IC contains much of the circuitry required to
produce a radio module, which simplifies design and minimizes size. |t
also has substantially lower power consumption than other available radio
IC's, as well as all of the features required above. The radio module is
designed to operate at a raw channel data rate of 100kbps in the 902-
936MHz band. Transmit power is controllable between approximately -
20dBm and +4.5dBm. The radio module is attached to a % wave whip
antenna manufactured by Lynx Technologies, selected for its good
performance, reasonable size, and low cost. The module has a measured

range of approximately 150-300ft in open space.

One unusual feature in the radio design is its low cost crystal reference.
Traditionally, highly accurate, expensive frequency references are required
for RF systems. Since this radio is frequency agile, the software
compensates for any inaccuracy in the crystal by adjusting the PLL in the

radio based on a stored measurement of the crystal frequency from
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testing. Mechanisms are in place to allow software compensation of
frequency drift due to temperature fluctuations as well. Readers interested

in the details of the design of the radio modules can refer to Appendix A.

3.3.2 Radio Baseband Processor

The baseband processor controls the radio module. It configures the
radio, controls the power, transmit/receive state, formats the data correctly
for transmission, as well as decodes received data. While it is common for
a baseband processor to be implemented as a custom piece of hardware
(as in 802.11 or Bluetooth RF systems), the design cycle for such a device
was beyond the available time for the design. Because of the relatively
low data rates involved, the TephraNet design uses a microcontroller
processor to implement the baseband. Using a microcontroller also allows

the baseband to be changed by future users of TephraNet.

Several low-power and low-cost microcontrollers were evaluated, including
the PIC series from Microchip, and the AVR series from Atmel. The most
important factor in the choice was the amount of available memory.
Previous designs such as ArborNet encountered development difficulty
due to lack of RAM space within the microcontroller to act as buffer space
for incoming and outgoing packets. The Atmel AT90S8535 was chosen
due to its large amount of RAM (512 bytes). The Atmel chip also contains
an A/D converter, which is used to sample the analog RSSI output of the
radio, a counter which can be used as a real time clock, and low power
modes that allow power to be minimized. The implementation of the
baseband features using the Atmel chip is discussed below in Section
3.4.2.

3.3.3 Main Microprocessor

The processor chosen for the main system microprocessor is the
Samsung S3C3410X, which is based on an Advanced RISC Machines
ARM7TDMI 32bit processor core. The ARM7TDMI core was selected
early in the design process as the main core for several reasons. First, the
ARM7TDMI core is one of the most power efficient 32bit core in common
use. Its widespread use in industry ensured that it had a significant
amount of development tool support. Although a 32bit chip seems like
potential overkill for this application, it ensures that time is not wasted

attempting to squeeze code into a resource constrained part.
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The Samsung chip was chosen out of the many chips designed around the
ARM7TDMI core for its high level of integration and availability. Targeted
at MP3 players and handheld devices, this chip integrates many essential
peripherals, such as serial ports, memory controllers, a real time clock,
and a high resolution (10 bit), high speed (500K samples/sec) A/D
converter. The chip also contains several useful reduced power modes,
including sleep and reduced speed. The high level of integration also
ensures a more power efficient design than using separate chips to

implement each function [Samsung01].

3.3.4 Memory

The TephraNet design ensures that there is a reasonable amount of
memory to work with for the same reasons that a 32bit processor was
chosen. Both program space as well as data space are maximized to
avoid wasting development effort on minimizing resource use and to allow
debug status to be maintained. Flash memory was selected as the
memory technology for the program space since it can be programmed by
the processor without the high voltage requirements of standard EEPROM
and does not have the current draw or mechanical parts a hard drive
would. SRAM is the choice for system memory technology because of its
static nature. No power is used to refresh the memory, and SRAM can

retain data even while the system is asleep.

The original design specified the use of an Intel stacked chip SRAM and
flash component that combined 256KB SRAM and 2MB flash components
into a single chip. However, subsequent availability problems led to the
selection of separate 512KB Toshiba SRAM and a 4MB Intel flash chips.
Unfortunately, availability also dictated the choice of a uBGA packaged for
the Intel flash chips, which proved to be a large hurdle in manufacturing.
Many smaller manufacturers and most academic labs are not set up for
this miniature package, and future revisions should select a more standard

package.

3.3.5 Expansion I/O

The TephraNode processor board contains over 100 pins of 1/O, listed in
Table 3.1.

Serial Port 4 Standard RS232 port, primarily for debugging
pins
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JTAG 20 Used for programming and debugging the
Connector pins | processor

Radio 18 Synchronous serial data and radio control signals
Interface pins

Analog 20 Provided access to 5 A/D ports

Sensor Port pins

Memory Bus | 60 Access to memory and data bus of processor
Connector pins

Table 3.1 TephraNode I/O

The analog sensor port connects internally to an array of resistor pads that
can be configured to attach to a large family of analog sensors without
additional external hardware (all resistive or voltage out sensors). The
memory bus connector allows more complicated modules to be added
onto the TephraNode that provide additional services or features not in the
base system. For example, a digital camera or high speed radio (such as
802.11) could make use of this port. All of the I/O ports mentioned are

discussed in further detail in Appendix A.

3.3.6 Power Supply

A power supply was placed on the TephraNode to reduce the number of
boards, although this could potentially reduce the flexibility of the system
by forcing the user to use only certain battery configurations. The power
supply can be bypassed to minimize this problem. The power supply is
based on the Maxim MAX639 switching power supply controller IC. This
controller was selected primarily for its very low (~10uA) quiescent current
(current drawn when no load is present) and high efficiency (>90%)
[Maxim97]. The low quiescent current simplifies the design significantly by
allowing the power supply to stand alone without a special sleep control
signal from the processor. A low dropout voltage and high efficiency

ensure maximum utilization of the power stored in the power source.

Software Overview

The software running on the TephraNet system provides numerous
services related to forming and maintaining a network, sending and
receiving data, and managing power consumption at nodes. A diagram
showing the various software components present in TephraNet is shown
in Figure 3.4. This section presents a functional view of the software in the
TephraNet system. Implementation details are located in Appendix B:

Source Code Listing.
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Figure 3.4 TephraNode Software

3.4.1 Node Lifecycle
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Figure 3.5 Node Lifecycle

A TephraNode progresses through several states during its lifecycle.
When a node starts up, it goes through a bootup phase. During this period
of time, the operating system is booted, and hardware peripherals are
configured. The node then enters a synchronization period, where it
attempts to synchronize its network time with any neighbor nodes that may
be present. Once synchronization has been obtained, the node enters
normal operation. During this period of time, the node alternates between
being awake, and being asleep. All nodes in a TephraNet follow the same
waking and sleeping schedule due to their synchronization. While awake,
a node can run application level software which can generate and receive

packets from the network, or it can simply act as a repeater. The node
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can also forward on packets for other nodes. While asleep, the node

powers down all peripherals and the processor in order to conserve power.

3.4.2 Radio Baseband Software

The software running on the Atmel AT90S8535 chip forms the baseband
processing system for the radio module. The tasks of the radio baseband
are shown in Figure 3.6. The majority of the software written for this
section was written in Atmel AVR assembly code. The precise timing
requirements required for data transmission and reception precluded the
use of a higher-level language. A partial listing of source code can be

found in Appendix B.
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Figure 3.6 Baseband Functions
3.4.2.1 Power Control

The baseband software provides power down control of the RF section of
the circuit as well as the baseband processor. When instructed to do so
by the main processor, the baseband software can power down the RF
section of the circuit and then suspend its own operation. Operation

continues upon reception of the proper signal from the main processor.

3.4.2.2 Processor Interface

The baseband software controls the interface to the main system
processor. This interface consists of signals that allow each processor to
send an interrupt signal to the other. Packet and configuration data is
exchanged over a synchronous serial port. The interface to the main

processor is detailed further in Section 3.4.4.3 as well as Appendix A.
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3.4.2.3 Packet Transmission and Reception

The primary job of the baseband processor is to provide the mechanism
by which packets are exchanged “over the air". During transmission, the
baseband processor takes a packet from the main processor, prepends
the RF level header (composed of a synchronization sequence and start
symbol), and sends the data in a DC balanced format. The final version of
the code utilized Manchester encoding, which uses 2 bits per symbol to
ensure a DC balance [Rappaport96]. The transmission also includes a
simple forward error correcting code (FEC). When in receive mode, the
processor monitors the incoming data stream watching for valid packet
data, which is decoded and checked for validity before transmission to the

system processor.

3.4.3 Operating System

The software running on the Samsung ARM7TDMI (main) processor
requires an operating system in order to ease development for those
wishing to use TephraNet as a platform. uC/OS-Il was selected as the
operating system after evaluating several commercial and free embedded
operating systems. uC/OS-Il is open source, well documented, and
provides all the services that are required for development. Other
operating systems evaluated required licensing fees that are prohibitive for
most academic environments. Many others contain features considered
unnecessary, increasing the code size with no benefit, and were not as
well documented as uC/OS-I1l. Additionally, this OS had previously been
ported to a close relative of the Samsung chip used as the main processor
in TephraNet, easing the job of porting the operating system to the
TephraNode hardware. Details about uC/OS-ll can be found in
[Labrosse99].

3.4.4 Packet Transmission and Reception
3.4.4.1 Packet Types

During normal waking operation, the node constantly waits for incoming
packets. When a packet is received, it is examined to discover what types
of data are contained within. Packet types are shown in Table 3.2.
Multiple segments of different types can be contained within a single “over
the air” packet. Each segment is sent off to the corresponding “handler”

for that type. For example, all packets that contain a GRAd routing header
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are handed over to the GRAd service (described below) for routing. Many

of the packet types here are related to services described in subsequent

sections.

Packet Type

Description

SYNC Contains current time of sender

GRAD GRAd routing header type

DISCO GRAd route discovery packet

PING Ping packet

PONG Reply to a ping packet

ARQ Request the whole packet be acknowledged
ACK Packet acknowledgement

NEIGHBOR_REQUEST

Request a node to discover all its neighbors

NEIGHBOR_REPORT

Report of who the senders 1 hop neighbors are

LINK_REQUEST

Request a link state report from a node

LINK_REPORT Report of the senders link strength to a
neighbor
PARAM_SET Sets the parameters in a node

PARAM_REQUEST

Requests the current node parameters

PARAM_REPORT

Report of the current parameters

STATS_RESET

Resets all statistics to startup values

STATS _REQUEST

Requests a statistics report from a node

STATS_REPORT

Report of the current statistics values in a hode

APPX_REPORT

Sensor value report

COST_TABLE The GRAd routing table of the sender
BOOT_REPORT Contains information about a nodes bootup
ENTER_TEST Causes a node to enter a “sleepless” mode
EXIT_TEST Exits the test mode above

START_ASYNC

Tells a node to wait for a specific node to wake
up or come on-line and then to run a link
strength test

STOP_ASYNC

Stops the above process

Table 3.2 Packet Segment Types

3.4.4.2 MAC Service

The MAC (Medium Access Control) service provides access control for the
radio. This service regulates when packets are sent out over the radio
interface. TephraNet implements an 802.11 style MAC layer, described in
[IEEE99].

system is not implemented.

Since all packets sent are broadcast, the entire RTS/CTS
The MAC service implements only the
broadcast portion of the 802.11 MAC specification. This service can be
modified or replaced to examine the effect the MAC algorithm has on

various routing algorithms.

3.4.4.3 Radio Interface

The

communicates with the radio.

radio interface is the portion of the TephraNet code that

A DMA-based (Direct Memory Access)
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interface to the radio baseband was developed to ease the main processor
overhead of processing incoming or outgoing packets. Normally, the radio
module code sits idle, waiting for the radio baseband to indicate that a
packet has been received. When the baseband receives a valid packet, it
transfers the data via a synchronous serial port directly into the main
processor memory space (using the DMA controller on the Samsung
processor). The processor is then interrupted, and the radio module
comes to the foreground to parse the packet. The parsed packet is then
handed up to the routing service and the application software for

processing.

When a software module is ready to transmit, it calls an access function in
the radio module that sets up the transmission. First the radio baseband is
interrupted to indicate the beginning of transmission. The radio baseband
then uses the DMA interface to read the packet to send directly out of the
processor memory without further main processor intervention. The

packet is then sent by the baseband as described in Section 3.4.2.3.

3.4.5 GRAd Routing Service

TephraNet implemented the GRAd routing algorithm for this revision. In
order to use TephraNet as a general network algorithm testbed, the GRAd
algorithm can be replaced with another algorithm, such as AODV (Ad-hoc
On-demand Distance Vector) or DSR (Dynamic Source Routing). All of
the main GRAd feature set was implemented for this revision as described
in [Poor01]. This implementation parameterized several GRAd settings.
These are shown along with other parameterized system settings below in
Table 3.3. These parameters can be adjusted during the course of

network operation.

3.4.6 Synchronization Service and Power Management

The synchronization service (SYNC) is responsible for ensuring that the
time at each node in the network is uniform. This plays a central role in
power management. The largest source of power consumption in a low
power network is the power used for reception [Wheeler00]. Although high
power radios consume far more power during transmission than reception
(due to the power amplifier), current low transmit power radios consume
the same or more power during receive than transmit. A major goal for

minimizing power consumption is reducing the amount of time the receiver
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is on. In traditional base-station architectures where a single high power
base station can communicate with all nodes (such as in a cellular
network), the receiver at each node can be controlled by the base station,
who schedules all network traffic. In an ad-hoc network, one approach to
distributed synchronization, with the goal of being able to turn off radio

receivers, is presented in [Xu00].

The basic description of the synchronization system is that a packet
describing a node’s current time is sent out periodically. Every node
receiving this packet averages their internal time with the time heard. In
this way, the time across all the nodes in the network converges to a
common time. This system is based on the distributed synchronization

system proposed by Poor in [Poor01].

This basic concept was implemented in the TephraNet system, with some
modifications. The first is a bootup phase. During this period of time, they
do not send any packets indicating their current time. Instead, they listen
to all incoming timing packets and set their time to the network time they
hear. This assumes that the network time has already previously settled.
If no packets are heard during this period, or if times vary widely, then the

node enters normal operation with the time it currently has set.

Once in a steady state, the network has a duty cycle of awake and asleep
that can be adjusted to control the average power consumed by the
network. The timing used in TephraNet is nine minutes asleep followed by
one minute of awake time. While the network is awake, each node
broadcasts a timing packet approximately every four to six seconds.
When a node is asleep, it wakes up approximately every thirty seconds
and sends out a timing packet to help nodes that are far off the network

time (i.e. awake when they should be asleep) converge to the correct time.

3.4.7 Network Configuration and Statistics Gathering

The PARAM module stores TephraNet system settings that can be altered
during network operation. These parameters are meant to provide an
easy way to change the way the network operates and behaves without
having to recompile and reinstall software on each of the nodes. Alterable

settings are shown in Table 3.3.

Parameter Description

PING_SEARCH COUNT Number of pings to send when searching
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for neighbors

PING_LINK_TEST_COUNT

Number of pings sent in a link test

PING_LINK_TEST DELAY

Time to wait between pings

ARQ DELAY Timeout while waiting for an ACK
ARQ RETRY Number of time to resend a packet
COST_TTL Lifetime of a GRAd routing cost table

entry

COST_AGE_QUANTUM

How often routing table is purged

GRAD_DISCOVERY_COUNT

How large the initial GRAd discovery cost
is

GRAD_ENABLE_RELAY

Enables relaying by this node

MAC_TICKS PER_BACKOFF

Quantization of MAC backoff timer

AWAKE_TIME

How long to stay awake for in a cycle

SLEEP_TIME

How long to sleep for in a cycle

BASESTATION_ADDR

Address of node that is the current
gateway

ARQ_REPORTS

Indicates sensor reports should be ack’'d

Table 3.3 Parameters in a TephraNode

The STATS module provides a repository for network and node
performance statistics.  During normal operation, each TephraNode
in Table 3.4).

Summary information is routinely sent to the gateway node for display and

records information about internal statistics (shown

processing.

Statistic Description

maxTimeDiffThisPeriod | Largest difference between internal time and
received time broadcasts this waking cycle

uptime Uptime of node in OS scheduling ticks

badPackets Number of corrupted packets seen by radio

goodPackets Number of valid packets seen by radio

duplicatePackets

Number of duplicate packets seen

gradOriginated

Number of routed packets (not ping or timing)
originated by this node

gradFlooded Number of route discovery floods from this node
gradRelayed Number of packets relayed for other nodes
arqPktsSent Number of packets sent with an ack requested
arqPktsRcvd Number of ACKs received
arqPktsDropped Number of packets that never got an ack

Table 3.4 Statistics Gathered
Summary

This chapter described the goals and design of the TephraNet system.
Further design and implementation details are available in the various
appendices. The next chapter shows the additional elements added to the
TephraNet system that are specific to the Hawaii deployments. The

deployments are also reviewed.
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Chapter 4

4.1

Nene birds, the state
bird of Hawaii, are
just one of many
endangered species
living in Hawaii
Volcanoes National
Park.

Implementation and Deployment
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Photo by Michael Hawley

Figure 4.1 Joint Project

The TephraNet system design was motivated in large part by the desire to
use the system in an actual field deployment for detailed environmental
sensing. In collaboration with the Botany department of the University of
Hawaii, Manoa campus, the TephraNet system was deployed in Hawaii to

study environmental conditions. This section describes the joint project.

Problem Background

Photo by Michael Hawley

Figure 4.2 Nene Birds

Hawaii Volcanoes National Park on the Big Island of Hawaii contains
numerous micro-climate zones. In the space of several miles, the climate
zone can change from rainforest to desert. These steep weather gradients
are home to many endangered plant and animal species, such as the
endangered Nene bird, Hawaii's state bird. One of the goals of the

deployment is the measurement of one of these gradients.
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Figure 4.3 Hawaii Volcanoes National Park

In one of these microclimate zones, near the crater of Halemaumau, is an
area known as the Southwest Rift Zone. The Southwest Rift Zone is
thought to be the fastest moving piece of land on the planet. This desert-
like zone is home to the Silene hawaiiensis, a diminutive endangered
plant, usually not taller than half a meter [BridgesO1]. Little is known about
this plant, or its habitat. Only a few pictures exist of its flowers, and its
flowering schedule is unknown. The plant is considered an endangered

species.

Photo by Michael Hawley

Figure 4.4 Silene hawaiiensis in SW Rift Zone

A detailed picture of the plants’ habitat is needed in order to understand
their reproductive mechanisms and lifecycle. Knowledge of details about
wind speed and patterns can give clues about pollination vectors. For
example, if the area is subjected to high winds 24 hours a day, then
insects can be ruled out as the pollination mechanism. Data about the
amount of rainfall and moisture in the air can help uncover how the plant
acquires water. Although the area is thought to be a desert (defined as
less than 15" of rainfall a year), this has yet to be confirmed [BridgesO1].
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The nearest weather station is only 3.5 miles away, but it is in a rainforest
and provides little useful information about the climate these plants exist

in.

This particular situation presents an ideal example of environmental
measurement where TephraNet is needed. The weather patterns in the
Southwest Rift Zone require samples at intervals on the order of a few
hundred feet in order to gain a useful understanding of how those patterns
act on the Silene hawaiiensis. Traditional measurement such as periodic
weather stations can not capture this detailed information, and constant
human observation is both prohibitively expensive and lacks the
granularity required. A dense network of weather stations which will
observe the area and continuously report their findings back to botanists

studying the area is the ideal solution.

Deployment Specific System Design

In order to deploy the TephraNet system as a weather gathering network
in the Southwest Rift Zone several additional hardware and packaging

components had to be designed.

4.2.1 Sensors

The sensors added to the TephraNet system transform the generic
platform into the weather stations necessary for this research. This
section discusses the main characteristics of each sensor. Details on the
settings used on the TephraNode board analog inputs and any additional
hardware used to attach the sensors can be found in the Hardware Design

Appendix A.

42.1.1 Temperature

The temperature sensor used was a RL1005, manufactured by
Thermometrics [ThermometricsO1]. It has the abilty to measure
temperature with 1 degree accuracy from 0 to 150 degrees Celsius. The
sensor is of the thermistor class of temperature sensors. The sensor
appears as a resistor whose resistance varies inversely with the ambient

temperature.
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4.2.1.2 Humidity

Photo by Michael Hawley

Figure 4.5 Humidity Sensor in Rock

Humidity was measured by a capacitive humidity sensor from
Panametrics, the MC-2 [Panametrics01]. The sensor can measure from
0% to 100% relative humidity with approximately 15% accuracy
uncalibrated. This sensor appears as a capacitor whose capacitance
varies with humidity. Because the basic TephraNet sensor interface only
provides the ability to measure analog voltages or resistive values, this
sensor required additional hardware to convert the capacitive variance into
an analog signal (see Appendix A for details). The humidity level provides
an important indicator about the region and can point to the how the Silene

obtains water.

4.2.1.3 Wind speed

Photo by Michael Hawley

Figure 4.6 Wind Sensor showing sail

Wind speed was measured by using a flex sensor from Abrams Gentile
Entertainment [Abrams]. The sensor, originally used in toys, is a force

sensitive resistor that changes value with the degree of deflection. The
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sensor was modified to measure wind by attaching a small sail to the end
of it (see Figure 4.6). The flex sensor is resistive; its resistance changes
with the degree of flex. Wind pushes the sail and causes the flex sensor to
bend. This novel sensor design was developed by the University of

Hawaii and tested in the SW Rift Zone prior to the main deployment.

Photo by Michael Hawley

Figure 4.7 Light Sensor Embedded in Fake Rock
4.2.1.4 Light level

The light level was measured using a standard photoresistor. This sensor
varies resistance proportionally with the amount of light incident on it. This
sensor allowed researchers to determine when the area was overcast, and

the time of sunrise and sunset.

4.2.2 Power Source

The lifetime goal for the deployment was six weeks between battery
changes. Using a relatively conservative estimate of the nodes power
consumption and alkaline battery power, a four D cell configuration was
chosen. This configuration was specified to operate clearly within the six

week goal.

4.2.3 Gateway Node Antenna

The gateway node for the network was located in a high observation
tower, and was out of the range of the standard antennas selected during
the design of the TephraNodes. A directional high gain Yagi antenna was
selected to compensate for the distance. Details about the selected

antenna can be found in Appendix A, hardware design.
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4.2.4 Enclosures

The National Park Service does not permit exposed scientific equipment to
be left out in the Southwest Rift Zone. This necessitated the design of
camouflaged enclosures to hide the TephraNodes. Mike Lurvey at the
University of Hawaii designed fake rocks and tree branches to place the

nodes in.

4.2.4.1 LavaRocks

light

The TephraNode sits
on top of the
batteries for
maximum antenna
elevation.

wind (bend)
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& Radio

humidity

Batteries

Figure by Kim

Figure 4.8 Rock Enclosure Drawing

The majority of the weather stations were enclosed in fake rocks. The
study area had many rocks on the order of one foot in diameter. Samples
of these rocks were taken from the study area and plaster casts were
taken of them. The fake rocks were then constructed out of tinted Bondo
and finished by hand-painting (see Figure 4.9). Each of the rocks had
sensors mounted into the surface (see Figure 4.7 above). Figure 4.8

shows the placement of the TephraNode within the fake rock.
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Photo“by Kim éridges

Figure 4.9 Rocks at U of Hawaii Awaiting Deployment

4.2.4.2 Ohia Tree Branches
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Figure 4.10 Ohia Branch Assembly

The Ohia tree is a native Hawaiian tree that is found near the study area.
The fake tree branches were constructed from PVC tubing. The exterior
was covered with a printout of bark pattern of the Ohia tree and sprayed
with a waterproof coating. A top cap was constructed out of Bondo and
color matched. The bottom cap held the batteries and was constructed
out of Styrofoam. The bottom cap could be inserted while in the field just
prior to deployment. This design held only a temperature and light sensor.

It was strapped into Ohia trees for deployment using plastic cinch straps.
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Although obvious up
close, the Ohia
branch enclosures
are difficult to detect
from a distance.

Figure 4.10 shows the placement of TephraNode and batteries within the
branch. Figure 4.11 shows a placed branch. Although it appears to be
quite obvious, from any real distance it is no longer visible unless one is

looking for it.

Photo by Michael Hawley

Figure 4.11 Ohia Branch Enclosure in Tree

425 Software

Several pieces of software were developed for the Hawaii Volcanoes
Deployment. On the TephraNode level, a custom application takes sensor
readings and sends packets out to a collection point. A gateway
application was written that runs on a Linux PC which takes packets from
the gateway node and makes them available on a web server. To assist in
deployment, a “doctor mode” was added to TephraNode software that
allows a computer to attach to a TephraNode and use it to communicate
with the TephraNet. Finally, a data visualization suite was developed that

displays the data collected from the network for visual analysis.

4.25.1 Sensor Application

Each of the TephraNodes includes software that gathers and reports
sensor data. This piece of software averages ten successive readings
from each of the sensors in order to filter out noise. The readings are then
encapsulated in a packet and routed to the nearest data collection node.
The basic packet types described in Section 3.4.4.1 are extended with an
APPX_REPORT type that contains sensor readings. Details about this
packet type can be found in the listing for appx.h in Appendix B. The
collection interval defaulted to once every ten minutes, although this could

be set through the network.
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Each node includes software additions to the bootup code. This software
runs on startup to run tests and broadcast messages to anyone within
radio range about the bootup status. Immediately on boot, the System
Manager begins the Synchronization (SYNC) service and broadcasts a
message when the node has acquired sync with the network. If sync can
not be obtained after some time, the software broadcasts an error
message and proceeds. The boot software also listens for neighbors and
runs link strength tests to assist in the placement of the node in the
network. The results of these tests are broadcast out in informational

packets.

4.25.2 Doctor Mode

In order to facilitate deployment, a special doctor mode was designed for
the TephraNode software. A node placed into doctor mode communicates
with a terminal (such as a Palm Pilot or a laptop) over a serial port,
allowing the terminal to monitor information coming from the network and

to communicate with nodes in the TephraNet.

Function | Description

Target Selects a node in the network for tests

Node

Collect Collects the single hop neighbors of the target node
Neighbors

Neighbor | Tests link reliability between the target and another node
Strength

All Tests link reliability between target and all its one hop
Neighbor | neighbors

Strength

Test Causes a node to enter or exit a mode where it never sleeps
Mode

Async Runs a link test to a node the next time it wakes up

Ping

Node Checks if a node (even if asleep) is within radio range
Existence

Update Updates the configurable parameters of the target node
Params

Table 4.1 Doctor Mode Functions

Doctor mode contained several functions, listed in Table 4.1. Functions
such as the async ping and the node existence tests rely on the fact that
nodes send a time synchronization packet a few times a minute. During
the period of time that the nodes send the synchronization packet, they
wake up long enough to process pings. The ping and synchronization

mechanisms are described in more detail in Section 3.4 and in Appendix
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The author uses the
doctor mode to log
into a deployed rock
and debug it.

4.3

B. In addition to these functions, the doctor mode prints out messages
from the boot sequence (such as a bootup packet, and time sync
information) described in the previous section.

Photo by Michael Hawley

Figure 4.12 Author Logs into a TephraNode

4.25.3 Gateway Software

A gateway mode was also written for the TephraNodes to allow a node to
function as a network gateway. When placed into this mode, the node will
print out packets to its serial port. A gateway application, running on a
Linux computer, was developed to turn these packets into useful data.
The gateway application parses the packet data out of the serial stream
and logs it. Another part of the gateway software suite passes over the log
file and gathers statistics from it. All of the information is made available
through a web server and an HTML based interface. Gateway code can

be found in the code listings in Appendix B.

Deployment Plan

The deployment plan was developed by the author with the University of
Hawaii Botany team, led by Dr. Kim Bridges. The deployed system
contains three primary components. The base station location contains
the network gateway node, which connects the TephraNet network into the
Internet. A line of nodes runs from the base station location to the study
area, collecting information about the weather gradient and serving as a
relay system. The bulk of the nodes in the network are spread out evenly
over the study area. The role of each component is presented below with

a procedural overview of the deployment.

41



The Halemaumau
crater is visible
through the
observatory window.

4.3.1 Base Station

The gateway node was placed in the USGS Volcano Observatory that sits
on the rim of the Halemaumau crater (shown in Figure 4.13). The
observatory has a high speed Internet connection that allows the data to

be reviewed in real time.

Photo by Kim Bridges

Figure 4.13 Author in Volcano Observatory

On the top of the observatory is a glass walled “situation” room that served
as the headquarters of the deployment operation and also continues to
house the base station. This room was used for the final programming of
nodes and assembly of Ohia branches and rock packages before being
taken into the field. A computer running the gateway software discussed
above in Section 4.2.5.3 was located in the observatory. This base station
computer allowed remote access to the network, facilitating both data

retrieval as well as sending packets into the network.

Photo by Michael Hawley

Figure 4.14 Ohia Branches Awaiting Deployment
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Node deployment
was planned in two
forms- a long string

from the observatory
and a large field at
the study area.
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Figure 4.15 Node Placement Plan

4.3.2 Node Placement

The Hawaiian Volcano Observatory is over a kilometer from the desired
target area in the Southwest Rift Zone. A rough map of the planned
deployment is shown in Figure 4.15. The size of the TephraNet was
planned to be 80-100 nodes. The nodes are divided into two basic types.
The first is a string of nodes running from the observatory to the study
area. All of these nodes are housed in Ohia branch enclosures. This
string of nodes captures the weather gradient from the observatory, which
is often in the clouds, down to the area where the Silene grows, which is
believed to be a desert. As the path nears the Silene habitat, the Ohia
trees become sparser, and the trail of nodes switches to the rock
housings. The plan for this section of the deployment was ensure the
network was at least second order to provide redundancy (see Figure 4.16
for an explanation). This string of nodes also acts as the relay for the data
coming from the study zone. The approximate spacing between nodes in
the trees is 100-150 feet. This long string of nodes allowed the GRAd
routing algorithm to be tested in a much larger diameter network than had

been done previously.
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Each node should be
able to communicate
with at least two
nodes on either side
for increased
reliability.

4.4

Figure 4.16 Overlapping Radio Ranges

The majority of the nodes are placed in the study area. Since the study
area does not have any Ohia trees, all the nodes in this section of the
network are in rock enclosures. In this area, the TephraNodes are
positioned around 50 ft from each other. This is due primarily to the
proximity of the antenna to the ground in the rock setup. RF does not
propagate as well when in close proximity to the ground. The spacing plan
in this area provides a large amount of redundancy in the network. This
network arrangement also provided testing of a dense network
configuration with much more opportunity for congestion.

Hawaii Deployment 1

441 Overview

The first deployment of the TephraNet system took place in March, 2001.
This deployment was planned to be the sole deployment of the system.
The intent was to deploy the nodes as described above, and let them run
for 6 weeks, collecting data about the network and the environment.
Unfortunately, this deployment did not go as planned, although several key
lessons were learned in the process. In the week that was spent in
Hawaii, the first four days were spent at the University of Hawaii,

performing integration between the TephraNet system and the sensors
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and software testing. The last three days were spent at the park

performing layout planning for the node deployment and testing out nodes.

While in the field, the base station node was set up and the directional
antenna was aimed out at the first outdoor node position. Three Ohia
branch nodes were deployed into their planned positions, and radio
performance was measured with these nodes. After encountering
software problems in the nodes that were not correctable in the field most
of the remaining time was spent surveying the site and determining the

layout of nodes for a future deployment.

4.4.2 Problems Encountered
4.4.2.1 Software Reliability

The most difficult problem encountered during the Hawaii deployment
centered on software reliability. On the first field deployment day four
nodes were placed into the field. An unknown bug would cause the nodes
to crash after forty five minutes to several hours. After eight hours all of
the nodes were non-functioning. Due to the time necessary for the error to

manifest, the error could not be corrected during the field trial.

Upon return from Hawaii, the node software was analyzed to uncover the
source of the instability. The operating system port was found to be at
fault. An obscure nested interrupt problem would caused the stack in the
operating system to be corrupted when two particular interrupts (such as a
packet arrival and a timer) occurred at the same time. The frequency of
this occurrence was dependant on the amount of radio traffic. Under

heavily loaded conditions, it would usually occur within two hours.

4.42.2 Hardware Problems

Several problems relating to the hardware also appeared during the
deployment. The first was with the base station. As mentioned in the
deployment plan, a directional Yagi antenna was used at the base station
node in order to provide long range. Even with this antenna, the
measured reliability of the link never exceeded 75% (roundtrip packet
throughput), which was not reasonable performance. The best guess
made in the field was that the antenna was not properly grounded (since it
was in the tower room) or that temperature differentials from inside to

outside were adversely affecting the radio. After the deployment exercise
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completed, the problem was found to be the small AC power supply brick
that had been substituted for the battery pack in this node. The power
supply generated an extremely noisy power signal, and much of the noise
passed through the voltage regulator and negatively affected RF

performance.

The RF hardware also acted unreliably in the field, occasionally the radio
would get stuck in a mode where it would not output any valid data.
Further investigation revealed that human error in the field caused all the
radio boards to be programmed repeatedly at a voltage nearly twice the
specified programming voltage. Due to this error, the RF transceiver was
permanently damaged, and a new run of radio boards were fabricated

prior to performing a second deployment.

The power consumption of the hardware platform was also much higher
than the expected consumption. Post-field-test examination of the system
revealed an undocumented setting in the Atmel microcontroller which
accounted for most of the difference between measured and expected

power consumption.

4.4.2.3 Misc. Problems

Even in the medium volume of one hundred nodes, many little design
issues become huge headaches. One such issue relates to the stacking
of the boards. The radio and processor board are stacked and attached
using nylon spacers and screws (see Figure 3.1). The design precluded
inserting the programming header for the main processor when the boards
are stacked. This added a prohibitive amount of assembly overhead in the
field and made field corrections of software mistakes difficult. Requiring
the boards to be screwed together also added hours of assembly

overhead.

A final problem encountered was with the connectors between the battery
packs and the TephraNode hardware. A mismatch in parts went
undetected until assembly in Hawaii. The part problem required the power
supply wires to be soldered directly to the nodes instead of using a

connector.
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4.5

The string of nodes
headed toward the
SW Rift Zone were
deployed
successfully.

4.4.3 What Went Right

Despite all of the problems encountered on the first deployment, several
positive things came out of the experience. Perhaps the most valuable
was the ability to verify that the pieces designed with each team
interoperated. The sensors successfully attached to the TephraNodes and
sensor readings were taken. The TephraNode hardware fit successfully
within the rock and Ohia branch housings. The time in the field was also
an excellent opportunity for the MIT and University of Hawaii teams to
meet in person and communicate.

Hawaii Deployment 2

45.1 Overview

After the software stability issues were corrected and new radio hardware
was manufactured, a second deployment was performed in June of 2001.
This second deployment, although still not entirely successful, provided
great insight into the performance of the GRAd routing algorithm and the

usability of the TephraNet platform for field work.
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Figure 4.17 Deployed Node Positions
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Power supply noise
negatively impacted
radio performance.

During this deployment, the entire line of nodes running out to the study
site was deployed (see Figure 4.17). In addition, a Silene hawaiiensis
population was discovered near the Volcano Observatory, off of the
planned deployment track. The team decided to take advantage of this
monitoring opportunity, and deployed the first TephraNodes in rock
enclosures in this area. Around three days was spent in the park
deploying both the nodes going to the study site, and those around the

Observatory.

45.2 Problems Encountered
45.2.1 Power Supply Noise

As mentioned in the description of the first deployment, the link from the
base station node out to the first outdoor node functioned poorly.
Experimentation during the first day of the second deployment revealed
that the source of the poor performance was noise generated from the
power supply. It was replaced by a clean power supply. In addition to this
problem, a problem with the power regulator on each node was also
discovered after several nodes were deployed on the first day. The nodes
demonstrated packet reliability on the order of 50% even over moderate
distances. Experimentation uncovered noise in the power supply as the
main problem. Work done in the laboratory had often bypassed the on-
board power supply in favor of an external one that could source the
current necessary for all the programmers, and so the problem was not

detected prior to field work.

This problem was partially overcome by implementing a simple FEC
(forward error correcting) code in the radio. An FEC achieves higher
reliability at the expense of bandwidth by sending redundant information.
The code used was a simple block code where each byte of data is sent
three times, and the receiver uses the three bits received to vote on the
value (i.e. if two zeros and a one arrive for a particular bit, the receiver
decides that the bit is a zero). This technique improved the bit error rates

to over 90% in the 100 ft distance range.

45.3 Ease of Deployment

One unanticipated problem faced during this deployment was the ease of
deployment. The actual placement of the nodes took much longer than

expected, and the correction of any errors once a node was placed was
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Mike Lurvey of the
University of Hawaii
places an Ohia
branch node into a
tree.

difficult. Most nodes placed were of the Ohia branch type, which often
involved climbing a tree with the branch and securing it with plastic zip-
ties. Once a tree was identified as the node location, the node was
powered up and the author stood by with a doctor mode system as
described in Section 4.2.5.2 to watch the node boot. Obtaining link tests
to neighbors to assure a reliable positioning consumed the majority of
deployment time. The branch was often high in the tree, and someone
had to hold the branch in place while the tests ran. Since deployed nodes
were usually in their sleep cycle, and woke only every thirty seconds or so,
running several link tests took minutes. Adjusting the branch slightly and
running more tests was extremely time consuming. As a result of the
difficulty of the deployment, nodes were often placed in sub-optimal

locations and not enough time was available to deploy all nodes.

Photo by Michael Hawley

Figure 4.18 Placing Node in Ohia Tree

Another major issue surrounding the ease of deployment was the difficulty
making any changes to the deployed system. Although a mechanism was
present to change certain parameters of the deployed system, the main
body of the software could not be modified without taking the nodes out of
the trees, disassembling them, and reprogramming them by physically
attaching to them. For an experimental system intended to be a testbed,

this is not acceptable.

4.5.4 Synchronization and Routing Algorithm Problems

The TephraNet system suffered from several synchronization and routing
problems after deployment. Once deployed, the system appeared to have
major problems settling in on a common time. The time at each node

determines when it is awake and asleep. If all the nodes in the network do
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4.6

not wake up at the same time, a packet can not be relayed through the
network. The time synchronization thus prevented packets from being
routed successfully through the network. A complete analysis of the

synchronization problem is provided below in Chapter 5.

The GRAd routing algorithm itself also suffered from performance issues.
Data indicated that very few packets from further than 3 or 4 hops away
was successfully reaching the base node, despite the fact that over 20
hops worth of nodes were deployed. This low reliability was seen even
with end-to-end per-packet acknowledgements in place. A detailed
analysis of the data collected relating to the routing problem is presented

below in the analysis section.

Overall, these algorithmic problems prevented the deployment from being

fully successful.

Summary

This section illustrated what was required to use the basic TephraNet
platform in an environmental sensing application. The Hawaii Volcanoes
specific implementation was detailed and a plan for deployment was
presented. The two deployment activities in Hawaii were reviewed. The
next section presents the lessons learned on the deployment and draws

conclusions about how the project met its goals.

50



Chapter 5

5.1

Ease of use from the
end user’s
perspective is an
important design
consideration that
was not stressed

Results and Conclusions

This chapter analyzes the data collected about network operation from the
two field deployments. An evaluation of how well the TephraNet design
met its stated design goals is also presented. Finally, future areas of work

and the contributions of TephraNet are discussed.

Analysis

This section presents an analysis of the major problems found during the
field tests. An analysis of how well the TephraNet system measured up to

its stated goals is also presented.

5.1.1 Ease of Use- The End User Perspective

The field tests revealed the importance of ease of use issues if a network
platform is to become a routinely used environmental research tool. As
mentioned in chapter two, most of the research in self-organizing networks
has focused on routing algorithms. These self-configuring algorithms
alleviate much of the pain of setting up a complex multi-hop wireless
network. However, the network routing is only a small piece of the entire

usage experience.

The design of the TephraNet system attempted to take ease of use into
account. The system included tools for nodes that were intended to ease
the deployment of a network, such as the doctor mode, which provided a
deployment team with an easy way to view what was occurring in the
network. However, a researcher faced with the reality of a steady strong
wind twenty feet above the ground in a treetop, while holding too many
things, quickly finds these tools clumsy and overly complicated. The
delays in determining if a node was placed well — on the order of several

minutes — became unacceptably long once in the field.
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Holding nodes in
position while link
tests are obtained

proved to be highly
taxing.
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Figure 5.1 Difficulty with Placement

Any design that is to succeed in a field such as environmental sensing
must make deployment totally painless. An absolute minimum of
knowledge should be required of the deployment team, or they will reject
the new tool. The user should ideally be able to simply turn on a node,
and view a green light if it is in a good position to join the network, or a red
light if it is in a bad position. Multiple modes should be avoided at all costs
unless switching between them is totally autonomous. Future work should
examine the utilization of the system from the perspective of the targeted

end user, and ensure that the system is as easy to use as is required.

5.1.2 Sensor Network Demonstration

As discussed in Chapter 4, the deployment of the system was not smooth.
The problems encountered with the synchronization and routing algorithms
(discussed below) prevented any useful amount of data from being
gathered. The current deployment failed to collect information about the
Silene environment, but did make a large step towards doing so. In order
for the system to work as a sensor network demonstration, the
synchronization and routing algorithms need to be fixed. Potential fixes for

these algorithms are discussed in Section 5.1.5 and 5.1.6.

Feedback from the researchers at the University of Hawaii clearly
indicates that this tool is both valuable and necessary to further the study
of the environment. The current system already presented many of the
characteristics required of such an environmental tool, and with further

refinement, could be used widely for field research.
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5.1.3 Network Algorithm Testbed

The other main goal of this thesis was to present a viable hardware
platform on which to test self-organizing wireless network algorithms. The
TephraNet platform successfully obtained this goal, acting as a platform
that uncovered several interesting results about the GRAd routing
algorithm that had not been obtained through analysis in simulation.
Further refinements to the hardware could result in a system even more
manufacturable and lower cost than the current design, giving researchers
a platform that can be scaled to large numbers. The scalability and
operation of network routing algorithms outside of simulation is important
to test, and the TephraNet platform goes a long way toward providing a

common platform on which to do those tests.

5.1.4 System Goal Analysis

The TephraNet system was designed with several design goals in mind,
presented in Section 3.2. Each of these goals was met with varying

degrees of success.

5.1.4.1 Manufacturability

The TephraNet system proved to have several manufacturability issues
that should be corrected in future revisions. One is the presence of the
UBGA package Intel flash chip. This package requires feature sizes on the
board below standard sizes (5 mils) and special handling during assembly.
This increases the cost of manufacturing significantly. The other problem
was the calibration required at the RF level. The radios require tuning and
measurement of several parameters, which should either be eliminated or

automated since it is prohibitively time consuming.

5.1.4.2 Low Power

TephraNet met its low power goal well. The system consumes a minimum
amount of power (both running and asleep) for the feature set it
incorporates, due to careful component selection and design. To further
optimize power consumption, a more efficient RF design can be
considered and more rigorous power management at the software level

can be developed.
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5.1.4.3 Ease of Development and Software Flexibility

The ease of software development goal was met adequately. The choice
of a standard operating system is a major factor in easing development.
The interfaces between the various software modules in TephraNet can be
improved, so that new software can be more readily integrated. The ease
with which the system is programmed also needs improvement. Currently
the system requires disassembly for programming. Ideally, the system
would support in-network programming and a simpler out-of-network

programming system than is currently in place.

5.1.4.4 Autonomous

Although the system was designed with this goal in mind, and tools were
put in place to meet this goal, the system did not perform as well as
required. As mentioned above, the system required too much user
intervention to be truly easy to use. The failure of the synchronization

system also significantly lowers the autonomy of the system.

5.1.5 Routing Algorithm Performance Analysis

Analysis of the TephraNet's network performance revealed two primary

points of algorithmic failure.

The first error encountered was related to the non-ideal link reliability
characteristics. During network operation, not many packets originating
from nodes beyond three or four hops away from the base station node
ever reached the base station. The GRAd algorithm relies on end-to-end
acknowledgements of packets to verify receipt. If a node does not receive
an acknowledgement to a sent packet, it resends up to a maximum
number of retries (six times in the Hawaii deployment). Figure 5.4 below
shows an average scenario of link reliability observed in the field. A basic,
first order calculation of the probability of a packet reaching its destination
in the GRAd network is simply p", where p is the probability of successfully
going a single hop, and n is the number of hops. As the graph in Figure
5.2 shows, this probability quickly approaches an unacceptably low
number. Even accounting for retries and second order effects (lower, but
non-zero probabilities of going through a 2" degree neighbor directly), the

probabilities are still well below reasonable levels.
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Figure 5.2 Probability of Multi-hop Success

In a network of unreliable links, a pure broadcast end-to-end approach,
such as that advocated by the original GRAd algorithm is not ideal. Other
routing algorithms, such as AODV and DSR route data through specific
nodes. As shown in [Wheeler00], this selection of specific neighbors for
transmission often requires additional routing overhead and algorithmic
complexity. One possible solution that would not require much additional
overhead is the use of a “passive per-hop acknowledgement.” With this
system, a node which relays a packet waits to see if it hears another node
relay the same packet at a lower advertised cost. If none is heard within a
timeout period, the packet can be resent. If this is used through the whole
chain of nodes, it has the potential to significantly increase the reliability of

the network.
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Figure 5.3 Long Distance RF Communcations

The second observed behavior within the network was the occasional
receipt of packets from a cluster of nodes far from the base station node
(see Figure 5.3). This node cluster was over a kilometer from the Volcano
Observatory tower, although one of the nodes could occasionally get a
packet through the link. Several of the surrounding nodes occasionally
reported data back to the Observatory using this highly unreliable link. A
related occurrence was several nodes near the base station only sending
packets through short-hop count, but highly unreliable links, even though a
longer, more reliable path existed (see Figure 5.4).
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Figure 5.4 Unreliable Link Selection

Both of these occurrences are related to the same underlying problem.
GRAd, and most other ad-hoc networking algorithms use a hop count as
the sole metric for determining the distance of a route through a network.
In the case of the Hawaii TephraNet deployment, the unreliable links
caused the network to resend packets many times. Probabilistically, every
once in a while a packet will traverse the shorter, less reliable link. When
this occurs, an artificially low distance is recorded by the algorithm. When
the nodes attempt to communicate again, they will specify the low hop-
count path as the distance, and the packets will almost certainly fail to

arrive at the destination.

This problem affects not only the GRAd algorithm, but the entire class of
algorithms that use only hop count as the metric for route selection.
Several possibilities exist for correcting this problem. One is to weight the
hop count by some factor that takes into account link reliability. This
requires that some method of measuring link reliability be found. Sending
explicit ping packets could work, but would add a large amount of
overhead to the network operation. One possibility would be to use the
RSSI (received signal strength indicator) to judge the approximate RF
quality of the link. Most radio systems, including the TephraNet system,

have this output available.
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5.1.6 Synchronization System Review

The synchronization system (described in Section 3.4.6) was responsible
for keeping network time consistent through the network. The time in turn
controlled sleeping and waking cycles in the system for power
management purposes. Analysis of the exact causes of the failure of the
synchronization system is difficult because detailed timing data was not
sent back to the base station node through the network and when the
synchronization system failed, the whole network often failed. Observation
of the system revealed several problems that were corrected in the field,

and point to a further problem that was not corrected.

Early revisions implemented the algorithm exactly as proposed by Poor in
[Poor01]. This quickly proved to require a large settling time and had a
hard time recovering from the constant addition of new nodes to the
network (each of them injected a new time that had to be averaged in). A
startup period was added that listened to timing packets and simply set the
internal time to the time heard instead of averaging. This alleviated most

of the settling time issues.

The next problem encountered was that the sleep cycle of a node has nine
times as much sleeping time as waking time. If a node somehow is off of
the network time enough that its waking time is while the other nodes are
asleep, the node never hears the correct time, and cannot recover. This
was fixed by causing each node to wake up briefly several times during its

sleeping time to broadcast a timing packet.

Even with the above corrections, the network appeared to get into
situations where synchronization was lost. Analysis of the data reveals
that even with the broadcast of timing packets while asleep, the system did
not recover once a node was no longer awake when other nodes were.
Since the degree of connectivity in the network was poor, the settling time
of the network was large— each node only averaged time with a neighbor
or two on each side. Once timing is off, a situation can arise where a node
is directly between its two neighbors in time, but far enough away in timing
that it is never awake at the same time as either of its neighbors. When
this happens the node in the center does not actually adjust its time at all,
and the nodes on the side will take many sleep cycles to adjust their time,

and may also fail to adjust it meaningfully.
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5.2

These stability problems with the algorithm indicate it is not appropriate for
use in a network like TephraNet. Previous simulation of the algorithm
failed to simulate static networks and networks that alternate between a

sleeping and waking period.

Future work

The work started in TephraNet made a large step forward in establishing
self-organizing wireless networks as a valuable research tool for
environmental research, and toward establishing a common platform on
which to test these network algorithms. However, much additional work

remains to improve on what has been started.

5.2.1 Redesign of Hardware Platform

The hardware platform should be redesigned in order to increase its
manufacturability. The current platform contains certain components, such
as the uBGA packaged flash chip that significantly increase the complexity
and cost of the system. The 2 board design should also be revisited,
either finding a new stacking method, or condensing onto a single board.

This will ease the programmability and handling of the platform in the field.

5.2.2 Long Term Deployment and Other Deployments

In order to fully prove the usefulness of this technology in the field of
environmental research, a long term deployment should be done.
Additional information about the performance of the routing algorithms and
system could potentially be uncovered if tested for a longer time period.
The TephraNet system should also be deployed into other areas besides

the Hawaii Volcanoes site to determine its general usefulness.

5.2.3 Use as a Test Platform

In order to further evaluate the usefulness of the TephraNet platform as a
test bed for network routing algorithms, more of these algorithms should
be implemented on the system. Continued detailed analysis of the
differences between results seen in simulation and on the platform should
be conducted to uncover potential problems in the design of the platform

or the simulator.
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5.3

5.2.4 Software Toolkit Refinements

The software portion of the TephraNet system can benefit from several
additional features. In order for the system to be a viable test platform, it
should be easy to gather data about the operating network and to make
changes to the running code. This points to the need for software on the
platform to be interchangeable with a minimum amount of effort. Ideally,
this could be done directly through the network and also through a back-

channel, such as a wired network attached to each node.

5.2.5 Refinement of Software Algorithms

The synchronization and routing algorithms play key roles in the operation
of TephraNet for environmental sensing. Since these two components did
not function correctly, they should be reworked. The suggestions posed in
the analysis (Section 5.1.5) should be tested out as possible solutions to

the algorithmic problems.

Contributions and Conclusions

The TephraNet system made several contributions to the areas of self-
organizing network research and to environmental sensing tools. The
TephraNet system introduced self-organizing networks as a tool for
environmental research and made a significant step towards
demonstrating a working system for that application. The system also
presents a first revision of a common hardware and software toolkit for
both environmental sensing and the testing of ad-hoc network routing
algorithms.  Significant problems with the current formulation of both
GRAd and other hop-count based algorithms were also uncovered. Future
work with the TephraNet platform should help advance both the fields of

environmental sensing and ad-hoc wireless networking.
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