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ABSTRACT
People areperforming increasingly complicatedactions on
the web, suchas automated purchasesinvolving multiple
sites. Web services will only increase the complexity of
theseinteractions. Things often go wrong, however, andit
canbedif �cu lt to diagnosea problemin a complex process.
Information mustbeintegratedfrommultiple sitesbeforere-
lations among processesanddatacanbe visualizedandun-
derstood. Oncethesourceof aproblemhasbeendiagnosed,
it canbe tedious to explain it to someone else,and dif�cult
to review thestepsof thediagnosis later.

We presenta web interfaceagent, Woodstein,thatmonitors
useractions on theweband retrievesrelatedinformation to
assemble an integratedview of a transaction. It manages
userhypothesesduring diagnosis by capturing users' judg-
ments of the correctnessof dataandprocesses. Thesehy-
pothesescanbesharedwith others,suchascustomerservice
representatives,or savedfor later. Wewill seethis feature in
thecontext of diagnosing problemson theweb, and discuss
its broader applicability for debugging systems in general.

INTRODUCTION
Thestateof consumerinterfacesfor e-commerceisatacross-
roads.MostAmericanshaveaccessto thewebandmany are
familiar with the convenienceof late-night banking andthe
thrill of last-minute bidding. On the horizon is the advent
of web services,currently being explored and developed for
business-to-businessinteractions,but inevitably to haveadi-
rect in�u ence on consumers' interfacesfor purchases and
online transactions. And yet most work in e-commercein-
terfacesfor consumers—both in researchand in the devel-
opment of web sites—hasbeenfocusedon what happens
leading up to a transaction: how to provide appropriate and
compelling recommendations,how oftento send promotions
andupdatesby emailand other means,and soon. Interfaces
for supporting customers after a transaction have received
lit tle attention andpromising new trendslike“customerself-

service” arebasedonsurprisingly old-fashionedtechnology
like site-speci�c searching[6].

The issue of what happens whensomething goeswrong in
e-commerceconcerns vendors particularly because of the
possibili ty of losing customers. A recentstudy found that
after a bad customer service experience, 80% of customers
would be less likely to buy from theonline vendor again[3].
And customers are contacting support—nearly half (44%)
of online buyershave madea support contactin the pastsix
months[2].

Vendorswill continueto work to reducethesenumbers,both
to build thevalueof their brandsand limit theimpactof cus-
tomer service on their bottom lines. But we canexpect the
need for customer service to remain, just aswe canexpect
thenewestsoftwarewith great features to alwayshaveafew
bugs.Thequestionthenbecomesto how to makethebestof
a badsituation.

Although the reasons for contacting customer service vary,
some issuesaremorecommonthanothers.Justoveraquar-
ter of all contacts aredue to a delayeddelivery of a product
or service and another quarterarise because of a billing or
pricing issue[2]. Anyone who has made more than a few
purchasesonline is familiar with these types of problems.
Looking atyour credit cardtransactionshistory, you wonder
about thatoneorderyou never received. Or you purchased
something then discovered that you received less, or paid
more, than you expected. Diagnosing and resolving these
problems and other can be an ordeal in itself. It helps to
be organized and save order con�r mationpages,aswell as
all theemailsback-and-forth with avendor—for every order
you've ever placed. Then once you realizethere's a prob-
lem with a particular order and try to �g ure out what went
wrong, there'sevenmorebookkeepingfor documentationof
conversationswith customerservice, product codes andse-
rial numbers,and soon.

It is experienceslike thesethatmake consumers wary when
initiating purchasesin the �rst place. Indeed, themorecom-
plex a product or service is, the greaterthe quality of cus-
tomer service will in�uencethe decision[2], with �n ancial
servicesandairlineandhotel reservationsbeing the transac-
tions of most concern. Importantly, thesearealsothe trans-
actionsthat are likely to spanmultiple sites,creating greater
potentialcomplications.Considerwhathappenswhenthere's
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amiscommunication among multiple sitesoverthecourseof
a transaction. Then it' s the user's problem to resolve. The
userhas to go back and compare each stepof what each
vendor did with what it should have done. The user must
assemble a completehistory of the entire transaction, then
return and both seek amends from theparty at fault andre-
solve thingswith everyone else.

We seetheseasthe areas that vendors should reall y be fo-
cusingon whendeveloping new consumer-facing technolo-
gies. Web transactions arebecoming increasinglycomplex
andcannot be successfully handled with techniquesdevel-
oped back when we were told that “operators are standing
by”. Fortunately, wesee anopportunity for software agents,
working on theweb,to provideadvancedhelpfor consumers
in diagnosingand resolving theirown problems,truly ful�ll-
ing the potentialof customerself-service. An agent canre-
trieve information about anonline transaction andvisualize
its entire history, evenacross multiple sites.In particular, it
canshow the � ow of paymentsor items asthey passfrom
one siteto another. It canevenbe of help while diagnosing
thesourceof a problem, by helping the usergeneratea hy-
pothesisabout thecause.All of thishelpsusers“debug” the
steps that a vendor took or that they took, or even just their
own mental modelsof a process.

More importantly, we seethis technique for annotating ob-
jects with user judgmentsas being more broadly applica-
ble. This approach can help with current problems in e-
commerce transactions, but alsowith monitoring processes
on the web in general. It could help programmers during
debugging and evenhelp end-users diagnosingproblems in
systemsin general.

In the rest of this paper we will discuss a software agent,
Woodstein1 with these features. Woodsteinmonitors user
actions on the web and retrievesrelatedinformation to as-
semble an integratedview of a transaction. We will seeits
data-history view, in which it presents thehistory of a trans-
action from the perspective of the transactiondatasuchas
prices and quantitiesof stock. We will also seethe agent
work at an even more abstractlevel, in supporting the an-
notationof objectsin its data-history view, including trans-
actiondata, to help usersmanage their hypotheseswhile di-
agnosinga problem. We will seehow these hypothesescan
be sharedaswell as just saved for later reference. We will
�nish by sketchingout thebroaderpossibilities suggestedby
userannotationsfor problemdiagnosis.

OVERVIEW OF WOODSTEIN
Woodsteinis a softwareagent thatworks with a user's web
browserto answerquestions like “How did thatdataget that
value?” “Why did that happen?” and “What's happening
now?”. It monitors a user's actions on the web to create a
record of the user'soverall process.For example,by watch-

1NamedafterBob Woodwardand Carl Bernstein,theWashington
Postreporterswho uncoveredthe Watergatescandal. Whentheir
editor, Ben Bradlee,wantedto know what they had discovered,
he'd stand at the door of his of�ce and yell “Woodstein!' into the
newsroom to call themin.

ing the userbrowse an online retailer and add items to a
shopping cart, it recognizes that the useris making a pur-
chase. Later, when the user is looking at another page re-
latedto theprocess,Woodsteinmodi�es the information in
thepagesothatit canbedirectly inspected. Within theuser's
credit card transactions history page, a single charge canbe
examined. The history of the overall purchase processcan
be retrieved and reviewed, making it convenient to under-
standthecontext of thedata, suchashow thechargeamount
wascomputed.

Woodsteinworksby matching auser'sactionsto thestepsof
anabstractmodel for the process. Through this recognition,
it knows to look for more information about the processon
otherwebpagesandwebsites, even if theusernever visited
them. By watching the userselecta credit card and shipper
for a purchase,Woodstein knows to go to the sites of the
bank and shipperto gathermoreinformationabout thestatus
of thepurchase,including whether it hasbeen paid for and
delivered.

Woodstein collects andpresents information about a user's
data itemsand processes.A data item canbe simplesuch
asprices,addressesor dates,or it canbecomposite suchas
an entire transaction record or order. A processis either a
useraction, such asloading a pageor clicking a link, or a
web site reaction such as creating a new order. It is then
able to explain thecontext and history of processesand data
described in pages, such ashow the items appeared in the
shopping cart page. It answers questions about the history
and current statusof theoverall process, aswell ashow data
in the processwasset.

Successfully diagnosinga problem requires an understand-
ing of thecausalrelations within a system.Woodstein pro-
videsa“data-history” view to show thehistory of how adata
item was computed and created. Theusercanrevisit previ-
ous pagesin its history within this automatically generated
audit trail. For apurchase,theusercanjumpfrom thecharge
amount in the credit card transactions page to a savedcopy
of the order con�rmation pagein which the purchase price
appears.

If the userfeelsthat a processor dataitem looks incorrect,
the judgmentcanbe recorded through theobject's context-
sensitivemenu. Woodsteinthenhelpstheuser in diagnosing
thesourceof theproblem,evenif it is justtheuser'sincorrect
understanding of the process—which is why we speak of an
object as looking incorrect. Through the processof elimi-
nation, it makesfurther annotations andthen suggestsother
objectsto examine. With these“effective” annotations that
trigger behavior by the agent, users save their intermediate
judgmentsand have a record of their processof diagnosis.
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Figure1. Viewing a stock purchase transaction

Figure 2. Inspecting the purchased stock

AN EXAMPLE OF HOW WOODSTEIN MANAGES A USER'S

HYPOTHESIS
Woodstein'ssupport for visualizingauser'sactionsandman-
aging userhypothesescanbe seen with an example. Con-
sider anemployeeat Yoyodyne who is enrolled in his com-
pany's stockpurchase plan. Each pay period Yoyodyne sets
aside a portion of his paycheck and, once a year, usesthis
money to purchasea block of Yoyodyne shareswith its bro-
ker, SN-AFU.Hehassetup hisaccount atSN-AFU to auto-
maticallytransferthesharesto his broker, Sellwell.

Theemployeeis browsingon thewebanddecidesto review
Yoyodyne'ssharepurchasesatSN-AFU.Henoticesthat the
numberof sharesmost recentlypurchasedseemslower than
usual at 250, rather thanover400 (Figure1).

The employee wantsto interact with the shares directly to
seetheirhistory. Whenanalyzing thispage,Woodsteinadded
its logo that overlays thebottom right of thepage. Theem-
ployee turns on Woodstein's inspector by clicking on the
logo. Woodsteinconverts all of the objects it recognized
while analyzing the pageto buttons (Figure 2). Whenthe
usermovesthemouseinto a button, Woodstein darkensthe
button and updates the browserwindow's statusbar to indi-
catewhat will clicking will do. This explanation alsopro-
videstheactualnameof thebutton'sprocessor dataitem.

Theemployeewants to know how thenumberof sharespur-
chasedwassetand pressesdown on its button, revealinga
menu. He selects“How wasthisset?”(Figure3).

Figure 3. Asking how the stock waspurchased

Figure4. Viewing how the stock waspurchased

Woodstein opens a pop-up window showing the history of
the shareswith English descriptions of the processes and
data involved (Figure 4). This window is the “data-history”
view and it shows how the data item “sharesat SN-AFU”
was set. The top frame, in grey, answers the employee's
questionby indicating that thesharesresultedfrom the pro-
cess“SN-AFU set sharesatSN-AFU”. Eachdataitem is set
astheresult of aprocess.Processestakedataitemsasinputs
and set a data item asthe result. The bottom frame shows
how the process took thenumber of sharespurchasedasits
input andsetthenumber of sharesat SN-AFU asits output.

Woodstein createdthis record by matching the Yoyodyne's
original concrete steps in exercising the employee's stock
purchaseplanwith its abstractprocessmodel for theaction.
After Yoyodynepurchasedthestockat SN-AFU, Woodstein
knew to look at both web sitesand match the stock trans-
action. In this view, Woodsteinpresents the information it
gathered from the sitesinvolved in the purchase, revealing
the�rst few stepsback of the history of theshares.

Processes and data items are both presentedas buttons in
Woodstein'sinspectionmode,but processbuttonsarerounded
while databuttonsare rectangular2. All buttons for thesame
dataitemor processareequivalent acrossdifferentviews,so
interactingwith anobject'sbuttonin thepageis the sameas
interactingwith it in thedata-history view. Woodstein pro-
videsmultiple views to show the different relations among
theprocessesand data.For instance,apageshowstheorigi-
nal context of processesanddataitems, but the data-history
view showshow they arecausally related. Each dataitem is
setasthe resultof a process. Processestake data itemsas
inputsand seta data item as the result.

2As is standard in data-�ow diagrams.

3



Figure 5: Noting that the quantity of stock purchased
lookswrong

Figure 6: Viewing how the quantity of stock purchased
waswrong

Returning to thescenario, theemployeethinks that “shares
at SN-AFU” looks incorrect. He pressesdown on its but-
ton in the data-history view and selects“This looks Wrong”
(Figure5). Thebutton turnsredto indicateit hasbeenanno-
tatedas looking incorrect.Woodstein thenmarkstheobjects
usedto computethe data item, both the process that created
it, “SN-AFU setsharesat SN-AFU”, and that process' in-
put, “sharespurchased”, yellow to indicatethat they maybe
incorrect (Figure6).

In responseto the employeenoting the incorrectnessof the
dataitem, Woodsteinopensa pop-up window to guide him
through the rest of the process of diagnosing the problem
(Figure 7). It put the objectsit markedon the list of objects
for him to examine.

In addition to automatically identifying objects for theuser
to examine next, Woodsteinalso performs the processof
elimination to help theuseridentify thesourceof the prob-
lem. If the output of a processlooks wrong, but all of the
inputslook right then something musthavegonewrongwith
theprocess. Similarly, if theoutput lookswrong but thepro-
cessitself andall but one if its inputs look right, then the
problem mustreside with theremaining input.

Thenext step is to determine the correctness of theprocess
thatsetthe shares, “SN-AFU setshares at SN-AFU”. Mov-
ing the mouse over the button for the process updatesthe
debugging trail window which providesthe employeewith
some guidance. If the problem looks like it startedbefore
the process, the process should be marked ascorrect. The
employee notesthat the input share quantity wasalso250,
so he marks the processascorrect (Figure 8). Woodstein,
in turn, narrows the problem to the input and updatesthe
data-history view with both new annotations(Figure9).

The employee still doesn' t know why so few shareswere
purchased, though, sohecontinues.Heclicksonthetriangle

Figure 7. Viewing the record of the diagnosis

Figure8: Noting that the stock purchaselookssuccessful

Figure 9: Viewing how the quantity of stock to purchase
looks wrong

Figure10: Viewing how the number of stock to purchase
wascomputed
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Figure 11: Viewing the saved page for the computation
of the number of stock to purchase

next to the “sharespurchased” dataitem to openits history,
scrolls the history into view, and cli cks on the the process
thatsetthe dataitem(Figure10).

Theprocessthat resultedin sharesbeing purchasedwas“Yoy-
odyne setsharespurchased”. Clicking on a processor data
item causesit to becomeselectedand its button to appear
pressedin. Thesharesat SN-AFU werepreviously selected
becausethe employee asked how they were set. Now the
processfor Yoyodyne setting sharespurchasedis selected.
When an object is selected, Woodstein opens its “saved-
page” view with pageit saved for the object. The pageis
either the page the user interacted with directly, or a page
theagentretrievedwith the �rst appearanceof thedataitem
or adescription of theprocess. In this case,theview features
thesavedcopy of aretrieved pagewith thenumberof shares
Yoyodyne intendedto purchase (Figure 11). It is accessible
through the“Number of Shares” label,which standsfor the
processthatset thenumberof shares.

As in otherviewsWoodsteinpresentsthedataitemsandpro-
cesses it is tracking aspossibly annotatedbuttonswithin the
saved page. Justasin any other of Woodstein's views, the
usercaninteractwith any of thesebuttons to accessthehis-
tory of his dataandtheprocessesthey were involvedin.

The employee looks in the data-history view and seesthe
inputs to Yoyodynesettingthe number of sharespurchased.
Yoyodyneusedthesharepurchasebudget and theshareprice
in computing thenumberof shares.Within the savedpage,
hecanseesomeof thehistory for theshareprice. Yoyodyne
startedwith two prices,theprice at thebeginning of thepe-
riod andthe priceat theend of the period. Thenit took 80%
of the lower of the value,which resulted in the shareprice
of $20. So far, that looks right, and the pricesof the shares
themselveslook right to theemployeesohemarksthem. He
looks over the restof the savedpage andnotices something
unusual. His total contribution this yearwas$8000, which
looks correct, but for some reasononly $5000 was usedto

Figure 12: Viewing how the budget for the stock to pur-
chaselooks wrong

Figure 13: Viewing how the IRS limit limi ted the share
purchasebudget

purchaseshares. It looks like this may be the problem, so
he goesbackto the data-history view to seethe history of
thebudget, and how it wascomputedusing his total contri-
bution. He clicks open the share purchase budgetdataitem
(Figure13).

He seesthat Yoyodyne set the budget, and this process took
his total contribution and an IRSlimit asinputs. It looks like
limit maybetheproblem. Heclickson it to selectit, opening
thesavedpage that explains it in more detail (Figure14).

It looks like this is in fact the sourceof theproblemhe ran
into. This obscure andnewly-introduced policy limited the
amount that could be spent on his stock. With Woodstein,
theemployee wasableto easilydiagnose this problem and
seethat it wasactually a problem with his own understand-
ing of the stockpurchase plan policies. He wasable to see
the history of how SN-AFU's transfer process and Yoyo-
dyne'spurchaseprocessinteractedwith his own datato cre-
atethe resulton his SN-AFU account page. By tracing the
history of thestockthrough thedata-history view, heavoided
having to look up the history of theseprocesseson eachin-
dividual site's pages. Tracing back into thehistory enabled
him to seetheexact policy thatcausedtheunexpectedresult
and, with thesavedpage view, he wasable to seetheexpla-
nation of the policy on Yoyodyne's site buried deep within
its helppages.

The employeeis happy to have identi�ed the source of his
problem. Now he wants to �nd out if there's an alternate
programhecanenroll without therestriction. Hegoesto the
debugging-trail view and clickson the“Complain” buttonto
generateanemail (Figure 15).

Within the email's user-editable area, he asksfor more in-
formation. TheCSRwho receivesthis will beable to under-
standtheexactcontext of the request basedon the path the
employeetook.
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Figure 14. Viewing thesavedpagefor the IRS limit

Figure 15. Complaining about the IRS limit

Figure16. Viewing a stock transfer transaction

Figure17. Viewing how stock was transferred

Wecanseehow bene�cial Woodsteinhasbeenby looking at
thesteps the userwould have to go through to �nd the same
information without Woodstein. He would have seenthe
problemsymptomatYoyodyne'sbroker, SN-AFU.Thenext
stepwould havebeento visit Yoyodyne's internal pages. He
would log in, � nd thesectionfor hisstockpurchaseplanac-
count, andload the purchase history page showing how the
stockwaspurchased, if it wasavailable at all. At that point
he would have to go back and carefully read the help for
thestock purchase plan in order to �nd the single sentence
describing the IRS limit. Alternately, he could call Yoyo-
dyne's internal support. After waitingonhold andproviding
informationidentifying himself, he would talk with a CSR
and, after both have traced through theprocessof theshare
purchase,he would eventually learn about the limit.

We canseehow Woodstein's records of a user's exploration
and diagnosis are helpful by continuing with the example
after time has elapsed. A few months later, the employee
is browsing the web and loads his transactionhistory for
his broker, Sellwell. He seesthe automatic transfer from
SN-AFU and remembers that therewas something unusual
about it. He now wantsto be remindedwhat the problem
was(Figure16).

He inspectsthe transaction, loadsthe data-history view and
seesthathehadinspectedthe transferredstockwhenit was
still at SN-AFU (Figure 17).

In this example, we have seenhow Woodsteinpresentsthe
completehistory of the purchasedstock, even when it ap-
pearson multiple sites.Furthermore, we saw how it records
theuser's interactionwith Woodstein's history record itself.
The usercanmake useof the interactionrecord to, for in-
stance,familiarize someone elsewith the identi�ed source
a problem. Later, Woodstein supports reviewing interaction
history when other pagesrelated to the processare visited.
From usertestingwehavefoundthat even�rst-time usersof
Woodsteincanperform asimple diagnosis likewesaw in the
beginning of thisexample, in whichthehistory of somedata
is accessedand theusertracesbackto aparticular policy that
affectedit, in about5 minutes.

EVALUATION
We testedthe Woodstein's integratedview and complaint
generatorwith 16 subjects[12]. We hypothesizedthat sub-
jects who usedone of Woodstein's views would be more
successful in diagnosis anddiagnoseproblemsmorerapidly.
The eight subjectsin thecontrol group diagnosed problems
spreadacrossmultiple pagesof multiple websites,thensim-
ply complainedabout the relevant dataitem or process. The
eight subjectsin the experimentalgroup usedoneof Wood-
stein's views, its process-history view, to see anoverall his-
tory of the steps of the processin identifying the dataitem
or processto complain about. Woodstein's process-history
view differsfrom its data-history view, presentedearlier, by
showing theentireprocessspanning multiple sitesasa pro-
cesstreemuch like thetree-view of a �le browser.

Participantswere told how the use the system and saw it
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demonstrated. This took 5 minutesfor control group and
20 minutes for the experimental group. They then spent
about 10 minutes taking a “quiz” consisting of using the
agent to select a particular dataitem andcomplain about it.
For theexperimental group, this requiredaccessing a saved
page through one of Woostein's history views. Participants
thenhad 20 minutesto solve a “test” problem involving a
simulateduser's dataand anorganization's policies. In this
problem, each participant played the role of a student who
is unable to graduatefrom his educational institution andat-
tempts to identify theexact reasonandpoli cy involved. The
experimental group usedone of Woodstein's history views,
while the control group just usedpageson theweb site.

All participantsin theexperimental group of the userstudy
were successful in diagnosing the test problem, taking an
averageof 5 minutes. Only two participants in the control
group were successful, requiring anaverageof sixteen min-
utes. In addition, at the end of the experiment session, we
asked participants in the experimental group to ratediffer-
entaspectsof their experiences with the agent and whether
they'd useit for problems they might encounter. Interest-
ingly, half would have usedtheagent to diagnosea problem
if they knew it were to take longer than 5 minuteson the
phone. Of the remaining four, threewould usethe agent if
they knew a phoneresolution would take15minutes.

Re�ecting thedif �cu lty of managing information about credit
cardpurchases,half of the participantsin the experimental
group said they “strongly agree”3 that they'd like to have an
agent like this oneto help in visualizing and managing their
credit card transactions. Two said they “agree” they'd like
to have it, and theremaining two participants discussedthe
weaknessesthey perceived in theagent later in a free-from
section. Onenoted the potential for privacy problemsand
theother preferreda more interactive processfor complain-
ing. Though a CSR is interactive,noCSRisable to provide
all perspectivesof a transaction involving multiple vendors,
asWoodsteincan. The agent could be extendedto support
aninteraction with aCSR,however.

In fact,oneof the original motivations for Woodstein is the
stateof current support involving limited, text-basedmedia
including phoneconversationsand email. Evena perfectin-
teraction with customerserviceby phonestill lacks theben-
e�ts of aweb-basedinterface. In orderto resolveaproblem,
a customer must be sure to call during the hours support is
offered, and haveablock of uninterruptedtime. Theweb, on
theother hand, is alwaysavailableand if someinformation
is not immediately at hand, a decisionor investigation can
be postponed. Furthermore, it is often easierto understand
complex information whenit is presentedgraphicall y[7]. All
of theadvantagesof a slick web site's presentation are lost
whenthecustomerhasto hearhisoptionsor receiveinstruc-
tions over thephone. In fact,all of the advantagesof a dig-
ital formatare lost. With both the useranda CSRusingan
agent like Woodstein, both could highlight and talk about

3Participantsexpressedtheir level of agreementwith a7-point Lik-
ert scale: 1=strongly disagree,2=disagree, 3=somewhat disagree,
4=neutral, 5=somewhat agree,6=agree,7=strongly disagree

data itemsand processes,andevenhypothetical possibiliites
and future events.

MANAGING HYPOTHESES WHEN DIAGNOSING PROB­

LEMS IN SYSTEMS
We seethe possibil ity of userannotation as more broadly
applicable beyond just e-commerceon the web. Computer
usersinteract with systemseverydayandoftenrun into prob-
lems. Whena problem is repeatableor particularly signi�-
cant, ausermaysend abugreport in aninformal way. Some
systems,like Bugzil la[8], have beendevelopedfor automat-
ically managing users' bug reports. Further, some applica-
tions, like Mozilla[9], “close the loop” and automatically
sendabugreport whenerroneousbehavior is detected, such
aswhen the program crashes.Theseapplications often al-
low usersto providesomefree-form information about what
they weredoing whenthe problem occured, but they don' t
support user diagnosisin general. Unlike a developer, how-
ever, a user is in the perfect position to diagnosehard-to-
�nd bugs involving con�gu ration details. Further, we sus-
pect that many userswould be interested taking a few mo-
mentsto diagnoseacon�g urationproblem with their operat-
ing system thenhave to reinstalltheentire systemand all of
theirapplications.In fact,oftenusershaveto do exactly that
and reassemblethehistory of whatthey installedto identify
a con�ict. Of course, perfectly developedsoftwarewith no
bugswould beideal,but otherfactorsgoverntheadoption of
new software. Regardless, a higher-level way of managing
hypothesesduring diagnosiswould be helpful.

RELATED WORK
A companion paper[13] discussesWoodstein'sbasicbehav-
ior without objectannotation andhypothesismanagement. It
explains more fully how Woodstein tracks useractions and
it presentsWoodstein'sotherviews.

No existing systemthat we are aware of directly attacks
theproblem of end userdebugging of electronic commerce
transactionsor Webinteractions.

Program Slice s
A programslice isakin to thenotion in businessof an“audit
trail”. Audit trails areusedto track the history of a record
and show all of the processing it hasundergone. Program
slicing in particular is a software engineering technique for
focusingonly on the partsof a programthat affect thevalue
of aparticular variable[14]. It is helpful for debugging,when
a programmer knows a variable has the wrong value and
wantsto know how it wascomputed.

Program slicetoolstypically highlight thelinesof code, mod-
ulesor �l es in aslice[1]. This is useful for programmers, for
whom the source code is the primary representation of the
program. Within the domain of web actions, however, we
don't expecttheabstractmodelsto be particularly meaning-
ful to end-users. Rather than presenting theabstractdescrip-
tion of theprocess, Woodsteingeneratesexplanationsof the
process' actualconcreteexecution.

Sometools present slicesviacontrol-�o w graphsor program
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dependency graphs[5]. Woodsteinpresentsthe programde-
pendenciesin the datahistory view, andthe programexecu-
tion treein the processhistory view.

End­User Debugging
Someresearchershavefocusedon how tobettersupport end-
usersand novice programmers in debugging. In what she
calls “end-usersoftware engineering”, Margaret Burnett in
particular hasfocused on creatingvisualizations to support
end-users in debugging spreadsheets [10].

Capturin g User Annota tio ns
Little research has focusedon capturing userannotations,
andlessstill on what we call “effective” annotationswith a
semantic meaning for thesystemthatmanagestheannotated
objects.

Trellis is a systemthat supports userannotation of objects
in an applications interface[4]. Annotations in Trellis are
typically used to indicatethe original context of someinfor-
mation, allowing users to refer backto this context.

Third Voice is a system for managing user annotations of
webpages,allowing usersto seepageson theweboverlayed
with the commentsof otherusers[11].

CONCLUSION
We have presentedWoodstein,a web interfaceagentfor en-
abling end-usersto visualizeand understandtheiractionson
theweb. Further, Woodstein helpsusersmanagetheir judge-
ments of the correctness of their dataand processesand di-
agnosethe sourcesof problemsthey run into. We saw an
example of how this record of a user's judgements canbe
useful both to sharewith others,including customerservice,
aswell asfor future reference.
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